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Abstract

We are specifically concerned with scenarios in which multimedia data is stored once on the
server and the same data is queried by multiple parties. We propose a framework for privacy
preserving querying, in which encryption is performed only once, and the ciphertexts are stored
on a database server. Rather than using public-key homomorphic cryptosystems, the parties
querying the database first derive an ”attribute” from their query signal. They can decrypt the
server’s ciphertext only if their attribute satisfies a specified mathematical condition. This query-
specific decryption capability makes attribute based cryptography a vital addition to the secure
signal processor’s toolkit. We give an example of a construction for privacy preserving querying,
in which a client can privately retrieve an image from the server if attribute vectors extracted
from the server’s and client’s images are close enough in Euclidean distance.

IEEE International Conference on Image Processing (ICIP)

This work may not be copied or reproduced in whole or in part for any commercial purpose. Permission to copy in whole or in part
without payment of fee is granted for nonprofit educational and research purposes provided that all such whole or partial copies include
the following: a notice that such copying is by permission of Mitsubishi Electric Research Laboratories, Inc.; an acknowledgment of
the authors and individual contributions to the work; and all applicable portions of the copyright notice. Copying, reproduction, or
republishing for any other purpose shall require a license with payment of fee to Mitsubishi Electric Research Laboratories, Inc. All
rights reserved.

Copyright c©Mitsubishi Electric Research Laboratories, Inc., 2012
201 Broadway, Cambridge, Massachusetts 02139



MERLCoverPageSide2



AN ATTRIBUTE-BASED FRAMEWORK FOR PRIVACY PRESERVING IMAGE QUERYING

Shantanu Rane and Wei Sun

Mitsubishi Electric Research Laboratories, Cambridge, MA.

ABSTRACT

We are specifically concerned with scenarios in which multimedia
data is stored once on the server and the same data is queried by mul-
tiple parties. We propose a framework for privacy preserving query-
ing, in which encryption is performed only once, and the ciphertexts
are stored on a database server. Rather than using public-key homo-
morphic cryptosystems, the parties querying the database first derive
an “attribute” from their query signal. They can decrypt the server’s
ciphertext only if their attribute satisfies a specified mathematical
condition. This query-specific decryption capability makes attribute-
based cryptography a vital addition to the secure signal processor’s
toolkit. We give an example of a construction for privacy preserv-
ing querying, in which a client can privately retrieve an image from
the server if attribute vectors extracted from the server’s and client’s
images are close enough in Euclidean distance.

Index Terms— Attribute-based encryption, Bilinear maps, Pri-
vacy preserving querying

1. INTRODUCTION

Alice is a medical researcher who has found an unusual symptom in
a medical image. To further her studies, she wants to query a medi-
cal database for images that show similar symptoms. However, she
does not wish to share her image with Bob, the database administra-
tor. Moreover, Bob is concerned about the privacy of the patients in
the database, and therefore keeps his database anonymized and en-
crypted at all times. Is it possible for Alice to search through Bob’s
encrypted database and retrieve images similar to her own, while
still satisfying these privacy constraints? Such privacy preserving
querying scenarios are expected to become increasingly common
with the deployment of cloud-based storage for healthcare data, fi-
nancial records, census data and other kinds of sensitive information.

The problem of determining whether two images are similar
without revealing the images falls under the realm of secure mul-
tiparty computation. If the function to be computed – in this case a
distance function between two images – can be expressed as an alge-
braic circuit, there exists a generalized protocol to compute it while
satisfying all the privacy requirements [1, 2]. In practice, however,
such a generalized protocol is extremely complex in terms of com-
putation and communication overhead. Therefore, it is necessary
to develop efficient protocols for commonly used functions, such as
Euclidean distance, Hamming distance, cross-correlation, etc.

One line of work that has received increased attention in recent
years is the application of public-key homomorphic cryptosystems
for computing functions in the encrypted domain. Depending on
the encrypted-domain computation that these cryptosystems allow,
they can be classified into additively, multiplicatively and doubly
homomorphic cryptosystems. See [3, 4, 5] for seminal examples of
homomorphic cryptosystems. Such cryptosystems have been used

to construct privacy preserving protocols for string comparisons [6],
nearest-neighbor clustering [7], face recognition [8, 9], biometric au-
thentication [10, 11] and other applications. Most of these protocols
require encryption of the data using the public encryption key of the
querying party and operate in two stages (1) Secure computation of
the distance or correlation between data entities, and (2) Information
retrieval based on a distance criterion. While these protocols are effi-
cient for a single retrieval request, they may not scale for a very large
number of users simultaneously querying a database. For example,
if a second researcher, Charlie, also wants to retrieve similar images
from Bob’s database, the entire protocol must be replicated using the
encryption/decryption key pair of Charlie. For several simultaneous
queries, a large amount of ciphertext is produced, only to be dis-
carded later. We consider an alternative scenario wherein Bob can
encrypt his data once and for all, after which, anybody can retrieve
images from the server using decryption keys calculated from their

query images. In this paper, our first goal is to incorporate these
desiderata into a new framework for privacy preserving querying of
multimedia databases. Our second goal is to show how this frame-
work can be realized using attribute based encryption (ABE).

In a conventional cryptosystem, when Alice wants to transmit a
message securely to Bob, she must encrypt it either with a symmet-
ric key known to her and Bob, or with Bob’s public key. Instead,
in an ABE system such as [12, 13], Alice obtains some public en-
cryption parameters from a Key Authority and generates a cipher-
text that contains two entities: the encryption of the message m and
a so-called attribute vector x. The encryption can only be reversed
by a decryption key that satisfies a mathematical condition on the
attribute x of Alice, and the attribute y (say) of Bob. In order to per-
form decryption, Bob applies to the Key Authority for a decryption
key which is a function of his attribute vector y. For e.g., Bob can
decrypt m if and only if x⊥y, or equivalently xT y = 0 [13]. To
realize the privacy-preserving querying framework in this paper, we
present an ABE construction in which decryption is conditional on
the Euclidean distance between attribute vectors.

The remainder of this paper is organized as follows: Section 2
presents the proposed framework for privacy preserving querying.
Section 3 reviews bilinear mappings and some mathematical back-
ground needed to construct an attribute based cryptosystem that can
be exploited to realize the proposed framework. In Section 4, we
briefly present one such attribute based cryptosystem in which de-
cryption is possible only if the squared Euclidean distance, i.e., the
squared �2 distance between the attributes of the encryptor and de-
cryptor are below a threshold. Section 5 discusses the challenges
involved in this line of research and concludes the paper.

2. ATTRIBUTE-BASED QUERYING FRAMEWORK

We now describe a framework for media querying that does not re-
quire encryption to be repeated while servicing a request from a new



client. We describe below the three stages in this framework, viz.,
generation of encrypted content, storage and retrieval.

2.1. Generation of Encrypted Content

Let M(i), i ∈ {1, 2, ..., m} represent the images to be included in
the database. For each i, the administrator, Bob generates a se-
cret key Li for a symmetric cryptosystem of his choice, for e.g.,
AES [14]. Using the secret key for the symmetric cryptosystem,
he generates the ciphertext S(M(i), Li). After this, Bob extracts
from each image M(i), an attribute vector x(i). The attribute vector
can be any efficient representation of the image; candidates for the
attribute vector x(i) are an image digest, a feature vector, a robust
hash, a locality-sensitive hash [15], an image fingerprint, or in the
degenerate case, the vectorized image matrix M(i) itself. Then, Bob
generates a vector of public encryption parameters W, and computes
the ciphertext C(x(i), Li,W). A concrete example of the public en-
cryption parameters and the function C(·, ·, ·) will be given in Sec-
tion 4; for now, it should be noted that the ciphertext hides both the
attribute vector x(i) and the symmetric key Li used to encrypt the
image M(i). The encryption process is depicted in Fig. 1.
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Fig. 1. Bob generates a symmetric encryption of each image, and a
ciphertext based on an attribute vector extracted from each image.

2.2. Storage of Encrypted Content

Having generated encrypted content corresponding to the images
M(i), Bob constructs a database as shown in Fig. 2. Observe that, in
order to recover any image M(j), j ∈ {1, 2, ..., m}, a client – or an
adversary – needs to obtain the corresponding symmetric key Lj , but
this key is hidden in the ciphertext C(x(j), Lj ,W). For computa-
tionally bounded adversary, all usable information about the image,
embodied by the image M(j) and its attribute x(j) are hidden in the
ciphertexts S(M(j), Lj) and C(x(j), Lj ,W) respectively.

2.3. Retrieval of Encrypted Content

The retrieval process is depicted in Fig. 3. Suppose that a client, Al-
ice, has a query image Q from which she has extracted an attribute
vector y. For simplicity, we may consider that the attribute extrac-
tion algorithms used by Alice and Bob are identical, though this is
not a binding requirement. The essential requirement is that Alice
should be able to retrieve an image M(j), j ∈ {1, 2, ..., m} from
Bob if and only if her own attribute y satisfies a specific mathemati-
cal condition with respect to the attribute x(j) of image M(j). There-
fore, the ciphertext C(x(j), Lj ,W) is designed such that it can be
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Fig. 2. The database server stores all the ciphertexts, two for each
image.
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Fig. 3. Alice can decrypt the key Lj only if her attribute y satisfies
a mathematical condition along with the attribute of the j th image.
This key enables her to retrieve the j th image.

decrypted by Alice only if a specified function f(x(j),y) takes a
value in a permissible set A. Decryption reveals the key Lj . To en-
sure privacy of the database entries, the condition f(x(j),y) ∈ A
is checked without revealing the attribute x(j). Note again, that we
are only describing a desired mode of operation here; an example of
how this can be accomplished by means of attribute based cryptog-
raphy, is described in Sections 3 and 4. Once Lj is revealed to Alice,
she retrieves S(M(j), Lj) from Bob by means of Oblivious Transfer
(OT) [1], and retrieves the image M(j). By construction, Alice does
not discover any other images in Bob’s database, while OT ensures
that Bob does not discover the index of the retrieved image.

Note that public key encryption causes significant ciphertext ex-
pansion and thus a corresponding increase in storage, computation
and communication overhead. That is why we propose to use public
key encryption only for the (preferably low-dimensional) attribute
vector x(j), evaluate the querying criteria only based on the attribute
vector, and if these criteria are satisfied, transfer the encrypted im-
age M(i) to Alice. The symmetric encryption of the actual data,
S(M(j), Lj) is efficient in terms of storage and protocol overhead as
it does not cause ciphertext expansion. Such a strategy of searching
for matches in a lower dimensional space, while encrypting the me-
dia file separately has also been applied in media retrieval schemes
based on order-preserving encryption [16].

3. BILINEAR GROUPS & SECURITY ASSUMPTIONS

We review the mathematical properties of bilinear groups of com-
posite order, particularly when the group order N is a product of
three primes [13]. Let N = pqr, where p, q, r are three distinct
prime numbers. Let G and GT be cyclic groups of order N . Then,



the mapping e : G×G → GT is a non-degenerate bilinear map if it
satisfies (1) e(xα, yβ) = e(x, y)αβ for x, y ∈ G and α, β ∈ Z, and
(2) If g is a generator of G, then e(g, g) is a generator of GT .

Now, consider the cyclic groups Gp, Gq and Gr with orders p, q
and r respectively and generators gp, gq and gr respectively. Then
G = Gp × Gq × Gr and any element x ∈ G can be represented as
x = gα

p gβ
q gγ

r , where α, β, γ ∈ Z. The bilinear map e(·, ·) has the
following four well-known properties:
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Proving these properties involves a straightforward application of the
definition of the bilinear mapping given above, and the properties of
multiplicative cyclic groups, which allow us to substitute gp ≡ gqr ,
gq ≡ gpr , and gr ≡ gpq , where g is a generator of G.

The security of attribute-based cryptosystems employing bilin-
ear groups of composite order reduces to solving the following two
problems that are regarded as computationally intractable:

1. Subgroup Decision Problem: It is computationally hard to
distinguish elements of the subgroup Gp × Gq from an ele-
ment of the group G defined above. In other words, it is com-
putationally hard to determine whether an element is drawn
from a uniform distribution on G, or from a uniform distribu-
tion on the subgroup Gp ×Gq .

2. Pairing Diffie-Hellman Problem: Consider a bilinear map
e : G × G → GT . Choose ḡ as one element from the set
{gp, gq, gr}. Suppose that e(ḡ, ḡ)v is given and an integer
u is chosen at random. Then, it is computationally hard to
distinguish e(ḡ, ḡ)uv ∈ GT from a randomly chosen element
of GT . Another way of stating this is that, given e(ḡ, ḡ)v , it
is computationally hard to obtain v.

Both these assumptions are related to the computational in-
tractability of finding non-trivial prime factors of N . For a detailed
discussion of proving the security of an ABE system using the above
hardness assumptions, please refer to [13].

4. DISTANCE ATTRIBUTE-BASED CRYPTOSYSTEM

We now show an example construction of an attribute-based
cryptosystem to realize the querying framework of Section 2. A
sketch of the security proof of this construction appears in [17]
and a detailed proof is deferred to a later work. Alice wants to
retrieve images from a database administered by Bob. As shown in
Fig. 1, the images M(j) are encrypted using a traditional symmetric
cryptosystem. The corresponding attribute vectors xj are hidden in
a ciphertext along with the secret keys Lj using an attribute-based
cryptosystem. Fig. 3 shows that, in order to retrieve M(j), it
is sufficient for Alice to discover the key Lj of the symmetric
cryptosystem. Below, we present an attribute-based cryptosystem
which ensures that Alice will discover Lj only if the squared �2
distance between the attributes x(j), j ∈ {1, 2, ..., m} of Bob and y
of Alice is less than a threshold τ . Both Alice and Bob are assumed
to be honest but curious, i.e., they follow the rules of the protocol
below, but may exploit all their available information to discover
each other’s data at any step in the protocol.

Setup: Bob generates large primes p, q, r and two cyclic groups G
and GT of order N = pqr. As above, there are cyclic groups Gp,

Gq and Gr with orders p, q and r respectively and generators gp, gq

and gr respectively. Let e : G × G → GT be a non-degenerate
bilinear map1. Bob randomly chooses a ∈ Gp and c ∈ Gr ,
and outputs public parameters W = (N, gp, gr, gqc, e(gp, a)),
and retains a private master key (p, q, r, gq, a, c). Alice and Bob
publicly agree on a distance threshold τ .

Encryption: For every j ∈ {1, 2, ..., m}, Bob possesses an
integer attribute vector x(j) = (x(j)

1 , x(j)
2 , ..., x(j)

n ) to be hid-
den in the ciphertext. He randomly chooses δ, γ ∈ Z and
s, si ∈ Gr, i = 1, 2, ..., n and computes the ciphertext as shown
in (1). Since δ and γ are different for each encryption, the ciphertext
is semantically secure.

Decryption Key Generation: Now, Alice needs to calculate
a decryption key based on an integer attribute vector, y =
(y1, y2, ..., yn) extracted from her query image Q. However, she
must hide both y and the decryption key from Bob. So, she ran-
domly chooses an integer vector z = (z1, z2, ..., zn) and sends z+y
and

Pn
i=1 zi to Bob. Bob randomly chooses integers α, β, αi, i =

1, 2, ..., n and σt, ρt, t = 0, 1, ..., τ , and generates a “pre-decryption
key” for Alice. This is given by (2) and the following relations:

K�
i = gαi

p gβ(yi+zi)
q for i = 1, 2, ..., n

K�(3)
t = gα

p g
β(

nP

i=1
(yi+zi)

2−t−σt)

q for t = 0, 1, ..., τ

Using the pre-decryption key and her knowledge of y and z, Alice
obtains the decryption key, given by (2) and the following relations:

Ki = K�
iK

−zi
0 for i = 1, 2, ..., n (4)

K(3)
t = K�(3)

t K
−

nP

i=1
(z2

i +2ziyi)

0 for t = 0, 1, ..., τ (5)

Decryption: Given the attribute y, Alice evaluates the expres-
sion (3) repeatedly for t = 0, 1, ...τ for each j ∈ {1, 2, ..., m}.
Space constraints preclude us from writing the intermediate steps,
but by repeatedly applying the four properties of the bilinear map
provided in Section 3, readers can verify that the right hand side of
(3) simplifies to:

D�2 = Lj · e(gq, gq)
γβ(�x(j)−y�22−t)) (6)

Thus, the secret key Lj is unmasked by Alice if and only if �
x(j) − y �22= t. Otherwise, the result D�2 is just some element
of GT . Since Alice does not discover x(j) at any stage, an impor-
tant question here is: How does Alice know that she has actually de-
crypted Lj? One way to resolve this is as follows: Before computing
C(x(j), Lj ,W), Bob left-shifts the digits of Lj , and appends a pub-

licly known pattern of digits. Since the ciphertext field is so large,
it is extremely unlikely that evaluating (6) will return a value con-
taining the embedded digit pattern for the case � x(j) − y �22 �= t. If
Alice discovers the public embedded pattern in the digits of D�2 , she
declares that decryption was successful for some t ≤ τ , removes the
embedded pattern, and recovers the actual secret key Lj . If she does
not discover the embedded pattern in D�2 for any t ∈ [0, τ ], then de-
cryption is deemed unsuccessful based on the �2 distance condition
on the attributes.

1There exist algorithms based on elliptic curves to generate groups of
composite order and bilinear mappings using these groups. Examples include
the Weil pairing and Tate pairing [18].
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5. DISCUSSION

Compared with previous approaches, the proposed attribute-based
framework has several salient features: (1) Unlike most protocols
based on homomorphic cryptosystems, encryption is performed only
once using the server’s public key, not with the public key of each
querying client. Thus, the protocol scales for a large number of si-
multaneous or sequential database queries. (2) No additional par-
ties are introduced, so the issue of collusion does not arise. (3) In
ABE schemes in the literature, a powerful Key Authority generates
public encryption parameters and knows the attribute vectors held
by all decryptors. In contrast, in the proposed scheme, the public
encryption parameters are generated by the server, Bob, and ad-
ditive secret sharing is used to hide Alice’s attribute vector from
Bob. (4) Once the encrypted database is created by Bob, data re-
trieval proceeds in just two major steps (A) Alice downloads the
ciphertexts C(x(i), Li,W), and successfully recovers secret keys
Lj , j ∈ SA ⊆ {1, 2, ..., m} for which the querying condition is sat-
isfied, and (B) Alice obtains ciphertexts S(M(j), Lj) via an oblivi-
ous transfer protocol with Bob, and then decrypts the images M(j).

The construction of Section 4 has one significant limitation: Al-
ice must carry out O(τ) decryptions per database entry, one decryp-
tion for each t = 0, 1, ..., τ . This is a consequence of the ciphertext
construction. Specifically, the secret key Lj in (1) is unmasked if the
�2 distance equals t for some t ∈ {0, 1, ..., τ}. This places a limita-
tion on the value of τ or more generally on the range [τmin, τmax] of
distances that can be tested. Alice’s computational overhead would
be smaller if the distance threshold condition, � x(j) − y �22≶ τ ,
could be tested over all t ∈ [0, τ ] with only one decryption. Incor-
porating a more efficient way to test the threshold condition on the
attributes is an interesting avenue for future research.
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