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Abstract

In this paper, the secrecy outage probability of cooperative cyclic prefixed single carrier (CP-
SC) systems with multiple transmitters and unreliable backhaul connections is derived. The
transmitters communicate with the destination in the presence of an eavesdropper over two-
hop relay channels with non-identical frequency-selective fading. The existence of asymptotic
limits on the secrecy outage probability is verified for various backhaul scenarios. For a fixed
eavesdropper signal-tonoise ratio (SNR), the limit is found to be exclusively determined by
the backhaul reliability. This shows that the diversity gain promised by cooperative CP-SC
systems cannot be achieved in the high SNR region. Simulations are presented to verify the
derived impact of backhaul reliability on the secrecy performance.
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Abstract—In this paper, the secrecy outage probability of
cooperative cyclic prefixed single carrier (CP-SC) systems with
multiple transmitters and unreliable backhaul connections is
derived. The transmitters communicate with the destination in
the presence of an eavesdropper over two-hop relay channels
with non-identical frequency-selective fading. The existence of
asymptotic limits on the secrecy outage probability is verified for
various backhaul scenarios. For a fixed eavesdropper signal-to-
noise ratio (SNR), the limit is found to be exclusively determined
by the backhaul reliability. This shows that the diversity gain
promised by cooperative CP-SC systems cannot be achieved in
the high SNR region. Simulations are presented to verify the de-
rived impact of backhaul reliability on the secrecy performance.

Index Terms—Unreliable backhaul, single carrier transmission,
frequency selective fading

I. INTRODUCTION

To meet the unrelenting demand of wireless data traffic,
future generation networks are expected to consist of ex-
tremely dense deployments of heterogeneous small cells [1].
The accompanying backhaul connections from the backbone
to multiple small cell transmitters will also be dense. Due to
the prohibitive cost of large-scale wired backhaul deployments,
wireless backhaul is emerging as an attractive alternative for
future generation networks [2]. In such scenarios, an important
consideration is the reliability of backhaul connections due
to the stochastic nature of wireless channels. The term back-
haul reliability can be used to describe deleterious operating
conditions that cause link failures [3]-[5] such as network
congestion, delay, and lost synchronization.

In this paper, we investigate the physical layer security of a
dense wireless network deployment with multiple transmitters
connected to a central control unit via unreliable backhaul
connections. We assume the transmitters communicate with a
destination via a two-hop relay channel in the presence of an
eavesdropper. A motivating example for this system is in fu-
ture heterogeneous networks where the transmitters are small
cell base stations providing wireless coverage to an indoor
destination user via an intermediate relay. The eavesdropper
is a nearby receiver attempting to access information sent by
the transmitters and the relay to the destination.

This work was supported in part by the National Science Foundation under
Grant CMMI-1435778.

The physical layer security of a two-hop relay link has
been investigated recently in the context of cooperative cyclic
prefixed single carrier (CP-SC) systems [6], [7]. CP-SC trans-
mission is a practical strategy to circumvent the frequency
selective fading nature of wireless channels with a simple
transmitter structure that avoids the high peak-to-average
power ratio of orthogonal frequency division multiplexing
(OFDM). In frequency selective fading, it has been shown
that an overall diversity gain promised by the multi-user and
multi-path diversity gains can be achieved by cooperative CP-
SC transmission.

This paper extends the existing literature to consider the
impact of unreliable backhaul connections on the physical-
layer security of cooperative CP-SC systems. The main con-
tributions are summarized as follows. First, we evaluate the
end-to-end SNR (e-SNR) of a cooperative CP-SC system with
multiple transmitters and frequency selective fading links. We
model the unreliable backhaul connections according to a
Bernoulli process. Based on the e-SNR statistics, we derive
closed-form expressions for the exact and asymptotic secrecy
outage probability. The asymptotic limits are found to be
exclusively determined by the backhaul reliability parame-
ter. Finally, we present link-level simulations to show that
the convergence time to approach the asymptotic limits are
determined by the number of transmitters and the multipath
diversity gain of the main channel. Notably, the existence of
any unreliable backhaul connection will result in a loss of
diversity gain.

Notation: CN' (u, 02) denotes the complex Gaussian distri-
bution with the mean g and the variance 0%; F,,(-) and f,(-)
respectively denote the cumulative distribution function (CDF)
and the probability density function (PDF) of the random
variable (RV) ¢. A length of a vector a is denoted by L(a).

II. SYSTEM AND CHANNEL MODEL

Fig. 1 shows a block diagram of the system model consisting
of a control unit (CU) providing unreliable backhaul to K
transmitters communicating with a destination over a two-
hop relay link in the presence of an eavesdropper. All the
transmitters (7' X1,...,TXk), eavesdropper F, relay R, and
destination D, are equipped with a single antenna. The chan-
nel gains are independent and identically distributed (i.i.d.)



Fig. 1. Example of a cooperative CP-SC system with multiple transmitters
connected to the CU via unreliable backhaul connections. Reliability of the
kth backhaul is denoted by sy.

complex Gaussian random variables with zero means and unit
variances. The channel model is detailed as follows:

o A channel from the kth transmitter to the relay is denoted
by hj with L(hy) = Lj . A path loss component over
this channel is denoted by ay, 1.

o A channel from the relay to the destination is denoted
by f with L(f) = L. A path loss component over this
channel is denoted by o.

o A channel from the kth transmitter to the eavesdropper
is denoted by jj with L(ji) = L; 1 and «;  for a path
loss component over this channel.

o A channel from the relay to the eavesdropper is denoted
by g with L(g) = L, and «, for a path loss component
over this channel.

o The maximum number of multipaths in the system is de-
fined by Limax = max{{Lp i, Vk}, L, {L;jx,Vk}, Lg}.

For backhaul reliability, we denote s as the probability that
TXj, successfully decodes the message from the CU, whereas
1 — si is the probability that the message is erased. The
erasures are assumed to be independent across messages and
follow a Bernoulli process Bernoulli(1 — si) [3], with I, as
the indicator function to model reliability of the kth backhaul
such that Pr(I = 1) = s, and Pr(ly =0) =1 — sp.

For security enhancement, we adopt transmit antenna selec-
tion (TAS) to select a single transmitter in each transmission
period with the highest received SNR at the relay. Due to the
stochastic nature of the channels, the best transmitter for the
relay is a random transmitter for the eavesdroppers [8]. At the
eavesdropper, selection combining (SC) is adopted to select
the signal with the highest received SNR.

For cooperative CP-SC transmission, we assume M -ary
phase-shift keying (MPSK) modulation is applied at the trans-

mitters and the relay to transmit the symbol block = € CZ*1,
The size of the symbol block is denoted by B. We assume
that F[z] = 0 and E[||z||?] = Ip. To prevent inter-block
symbol interference (IBSI), an additional CP comprising of P,
symbols from @ is appended to the front of & with Py > Ly ay.

In the main channel, the received signal at the relay after
the removal of the CP-related signal, is given by

y® = \/Pap - H' Tz + 28 (1)

where k* = argmaxi<k<k ||Pg|| is the index of the selected
transmitter, P denotes the maximum transmission power at
the transmitters, and z® ~ CA(0, 02 1) is the additive noise
vector. Due to CP-SC transmission, H™* is represented by
the right circulant matrix [9]; that is, H™* is specified by
the corresponding channel vector hy- with additional zeros
to have the same size as x. Similarly, the received signal at
the destination is given by

y° = /Pra;Fz + 2° ()

where F' is a right circulant matrix, which is determined
by the channel vector f and additional zeros, and 2P ~
CN(0,021p). The transmit power at the relay is Pg.

In the eavesdropper’s channel, the received signal from the
selected k*-th transmitter is given by

Yyl =/ Paj p-Ti- Jpe + 21 3)

where J~ is the right circulant matrix, which is determined by
Jr- and additional zeros, and 2! ~ CN(0, 02 ). Similarly,
the received signal from the relay is given by

yP? = \/MGLB + 2F2 4)

where G is the right circulant matrix, which is determined by
g and additional zeros, and 22 ~ CN(0,021I5).

? n

ITI. DERIVATION OF THE E-SNR

According to Egs. (1)-(2), and using the properties of the
right circulant matrix [9], the normalized SNRs in the main
channel are defined as follows:

A A ~
WA > and A\°2Ppay £ ()

Ry

P@mwﬂm

where &hvk*éamk* /o2 and d‘féaf/o'i. For the DF relaying
protocol, the e-SNR of the system is given by [10]
APF — min(AR AP). (6)

According to Egs. (3)-(4), the normalized SNRs in the
eavesdropping channel is given by

N A
\EL 2 2 and /\E’2=131k'3z04g||g||2 )

where &; - éajtk*/ag and dgéag/ai. Applying the SC
protocol, the achievable SNR at the eavesdropper is given by

\Emax 2 max(AB1, \E:2), (8)



A. Statistical Properties of the SNRs of the System

The SNRs AP and \F? are distributed according to the chi-
squared distribution with different degrees of freedoms (DoFs)
[9] determined by the number of multipaths. We denote the
distributions of AP and A\F-2, respectively, as follows:

AP~ X%(2Ly, Pray) and N2 ~ x*(2L,, Pra,)  (9)

where the DoFs are 2L; and 2L, respectively. The corre-

sponding power normalizing constants are Prday and Préy.

Note that the SNR AR is the largest of K products of Bernoulli

random variables and chi-squared random variables. The cor-
responding CDF is presented in the following proposition.

Proposition 1: The CDF of the SNR AR is given by
B:L’ T 10
i )e el a0

St
_HZ (zt (P;h

where ﬂ = Zf 1 Pah o 1 thl
Appendix A.

Proof: See Appendix A. |
Note that this proposition is applicable to a wide range of
scenarios with non-identical frequency selective fading chan-
nels, non-identical backhaul reliability, and any degrees of
transmitter cooperation. Based on Proposition 1, the CDF of
the main channel e-SNR is presented in the following theorem.

Theorem 1: For non-identical frequency selective fading,
the CDF of the e-SNR of the main channel in a cooperative
CP-SC system is given by (11) at the top of the next page.

Proof: See Appendix B. |
Note that our CDF in (11) differs from that derived in [11]
because we have considered multiple transmitters connected to
the CU via dedicated backhauls with non-identical backhaul
reliability and non-identical frequency fading.

Proposition 2: The CDF and PDF of the received SNR in
the eavesdropper channel with non-identical frequency fading
is derived as

Fyr(z

> 0 Ew

l;, and T is defined in

Fygmax(x) =1 + ®e _B”":L'l and
Fremex (z) =@ [l te= P — ﬂxle—ﬁz] (12)
h define 52 S, L 12 Y 7, and
where we define § = >, ol = Dby Tt an
A 2 3—n 2 L3,q,—1
=D (1" D D] )
n=1 q1=1 qn=qn_-1+1 711=0 =0
- §<It )
( L (13)
t:l_ll rt!(PQt)”
with
s« form=1 . Péa; - forn=1
Ga={ P, = 7 , (14)
1 forn =2 Progy forn =2
and
L« forn=1
Lyn=14 (15)
L, forn =2
Proof: See Appendix C. |

IV. SECRECY OUTAGE PROBABILITY

In this section, we compute the secrecy outage probability
based on the derived SNR distributions of the main channel
and eavesdropping channel with non-identical frequency se-
lective fading.

A. Exact Secrecy Outage Probability

The secrecy outage probability is defined as the probability
that the instantaneous secrecy rate Cs is below a target
threshold R which can be evaluated as [12]

= Pr(Cs < R)

_ / Fyor (222(1 4 ) — 1) fypomes (2)d,  (16)
0

Pout

where the instantaneous secrecy rate is given by

Cs = % [logQ(l + APF) —log, (1 + AE’maX)} ’ (17)
In (17), logy(1 + APF) is the instantaneous capacity of the
main channel, log, (14 A¥™2%) is the instantaneous capacity of
the eavesdropper channel, and [z]* denotes max{0, z}. Using
(11) and (12), a closed-form expression for (16) is provided
in the following theorem.

Theorem 2: The secrecy outage probability of a cooperative
CP-SC system with an identical backhaul reliability but non-
identical frequency selective fading is given by (18) at the top
the next page. In (18), we define JR—22R

Proof: With the help of (11) and (12), (18) can be readily
derived. |
Note that this theorem provides an analytical framework to
aid the outage probability evaluation/design of a cooperative
CP-SC system in terms of key design parameters such as
transmitter cooperation, frequency selectivity, and backhaul
reliability.

B. Asymptotic Secrecy Outage Probability

At a fixed received SNR of the eavesdropping channels,
the existence of limits on the secrecy outage probability is
inevitable with unreliable backhauls, which is given by the
following theorem.

Theorem 3: For frequency selective fading channels and at a
fixed received SNR of the eavesdropping links, an asymptotic
secrecy outage probability limit is given by

K

P;itL = H(l = Sk).

k=1
Proof: See Appendix E. [ ]
Note that from this theorem we can see that only a set
of backhaul reliability levels, {sj}, exclusively determines
asymptotic limits on the secrecy outage probability. As a
special case, for an identical backhaul rellability s, asymptotic
performance limits are given by Pt — (1 - )X and
Prasl(Cy > 0) =1 - (1 - s)K. As s — 1,Vk, we can
see P2 5 0 and Pr*sL(C, > 0) — 1, which corre-

out
sponds to the conventional system with transmitter cooperation

19)
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Fyor(z) = T(—1)k+1 ( Praz ) o+ — 1 — Foor (). 1
ert =1 =210 ] () 3 e O 1 B
X i Lyl I+l
1 l+l I+1— 7(JR*1)<6+;_)
Pour =1 = T —_— —1 +i—v Jv Pog
t Z 1_[1< POéh ) )ZZ(PRafl ( )(R ) Jpe RO
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te < IR P f> _BF(UHJFI)( PRZf> ] (18)

and completely perfect backhauls in their connections. This
theorem shows that a lower secrecy outage occurs as the
backhaul reliability increases, and Pr(Cs > 0) = 1 is not
achievable when the backhaul connections are not completely
perfect in transporting data. In contrast with existing results for
perfect backhauls in [6] and [9], we see that the asymptotic
diversity gain promised by cooperative CP-SC transmission
is not attainable in frequency selective fading channels with
unreliable backhauls. However, from the link simulations, we
find that a faster convergence speed arriving at these limits can
be obtained in proportional to the achievable diversity gain by
the CP-SC transmission.

V. SIMULATION RESULTS

In the following link simulations, we apply quadrature
phase-shift keying (QPSK) modulation to the data symbols.
The curves obtained via link-level simulations are denoted by
Ex whereas analytically derived curves are denoted by An.
For notational purpose, limits on asymptotic secrecy outage
probability under unreliable backhauls is denoted by Pfth,
whereas analytic secrecy outage probability under completely
perfect backhauls is denoted by Pgy. The block size is
B = 64, P = 1,andPR:XRPw1thO<XR < 1.
We consider the following scenarios to highlight the impacts
of key design parameters of a CP-SC system on the secrecy

performance.

. Sli S = 0.99, Lh,k = {2,3}, Lf = 2, Lj,k- = {1,2},
Ly=2, xg =0.1.
. SQ: S = 0.80, Lh,k = {1,3}, Lf = 2, Lj}k = {1,2},

Ly=2,xr=0.1.

. S3I S = 090, L}“k = {1,3}, Lj,k, = {1,2}, Lg = 2,

xr =0.1.

For scenarios S;, and So, Fig. 2 shows the secrecy outage
probability in terms of transmitter cooperation and backhaul
reliability. We can see good agreement between the analytical
curves and the link-level simulations. The figure shows that
increasing the transmitter cooperation results in less frequent
secrecy outages due to a higher received signal power at
the destination. For non-identical frequency selective fading,
we can also evaluate the secrecy outage probability limits
as apr — oo and &y — oo. For scenario Si, they are,
respectively, given by P** = 0.01 and P> = 0.0001

out out

P/o? [dB]

Fig. 2. Secrecy outage probability for various scenarios for N = 2 at a fixed
value of Prayg.

for K = 1 and K = 2, which are exclusively determined
by backhaul reliability s = 0.99 independent of other
parameters. For a lower backhaul reliability, s = 0.8, we
observe the existence of a higher limit on the secrecy outage
probability, PSStL = 0.2. We can verify that under completely
perfect backhaul connections, the outage diversity gain is

Gy =
log — log plot. For example, for scenario S;, the diversity
gain is G4 = 2 for K = 1 and K = 2, since Ly
dominates min (Zszl L s Lf). Since min (Lh)l, Lf) =1
for scenario So, only G4 = 1 can be achieved by the system.
Interestingly, we observe that the secrecy outage probability
under unreliable backhauls approaches the asymptotic limit
with perfect backhaul connections when o2 is large, whereas
the secrecy outage probability approaches the asymptotic limit
with unreliable backhaul when o2 is small. As such, we can
classify the operating region into two sub-regions based on
the magnitude of 2. In the unreliable backhaul sub-region,

min (Zszl L;“k,Lf) by measuring the slope on a
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Fig. 3. Secrecy outage probability for various scenarios for K = 2 at a fixed
value of Prayg.

the multipath diversity gain is not achievable, whereas in the
perfect backhaul sub-region, the multipath diversity gain is
achievable. The boundary between the two sub-regions de-
pends on the multipath diversity gain and backhaul reliability.

In Fig.3, for a fixed transmitter cooperation (K = 2)
and scenario S3, we investigate the effects of Ly on the
secrecy outage probability. We observe that if we increase Ly,
then a lower secrecy outage probability is obtained. However,
as o, decreases, multipath diversity effect decreases due to
detrimental effect from unreliable backhauls. Furthermore,
based on the asymptotic limit of the secrecy outage probability
derived in Theorem 3, we see that the empirical secrecy outage
probability from Figs. 2 and 3 approaches its limit specified

by P;?tL Hf:l(l - Sk)
VI. CONCLUSIONS

In this paper, the impact of unreliable backhaul connections
has been examined for cooperative single carrier systems
with multiple transmitters communicating in the presence of
a single passive eavesdropper. Taking into account backhaul
reliability, we have derived the distributions of the end-to-
end SNR of the main channel and eavesdropping channel
under non-identical frequency selective fading channel across
the relay and destination. Based on this derivation, we have
derived the exact and asymptotic secrecy outage probability.
We have shown that irrespective of the parameters such as for
the system configuration and frequency selective fading, single
carrier systems display a secrecy outage probability limit
which is exclusively determined by the backhaul reliability. It
has been seen that the conventional promised diversity gain by
single carrier system only affects the convergence time arriving
at the asymptotic secrecy performance limit.

APPENDIX A: DERIVATION OF PROPOSITION 1
From the definition of AR given by

AR = helo K (T Péun k|| ||?) (A-D

where Pav, k|| hl|? ~ x*(2Ln k, Péun k). Thus, we can derive
the PDF of HkP&h7k||hk||2 as:

Sk
5 ~ = 1 — 6 —
fﬂkpah,k\lhk\lz(w) (1 —sk)d(x) + T(Lp k) (Pép, ) Lnr
where 0(+) is the Dirac delta function, and the CDF as:
Skr(Lh k,l‘/pdh k)
F 5 =1- J 2 A3
With some manipulations, the CDF of AR is given by
b s
Fale) =1+ S T(-1)F (—)
Z t[[l ! (Pan,g,)"
Et:l P&h,qt 1325:1 Lt (A4)
where
K—k+1 Ln,gy=1Ln,q,—1 Lh,q,—1
5 SEEED YD JHD SRt PRI
=1 qk=Qqr—1+1 £1=0 £2=0 Lr=0

following the same steps as in [13].

APPENDIX B: DERIVATION OF THEOREM 1

We first express Fyr(x) alternatively as:

k
Far()=1-3 T(~1)k! __ ) 6e,0 (B
ol Z E(&!(Pozh,m ¢ B

Since AP ~ x2(2Ly, Préy), 1 — Fyo(x) is given by

Li—1
~ 1 T o\l
1-F = e~/ PrAy —(—)". (B2
XD(SC) € ; l'(PRdf) ( )
Now using (B.1) and (B.2), we can yield (11).
APPENDIX C: DERIVATION OF PROPOSITION 2
The CDF of A\P™2% in (10) is given by
F)\E,max(x) = F)\E,l(x)F)\E,Z (Jj) (Cl)
where
L Lyl 1 .
Faea(x) = 1—spe "5k Tz::O - (dek*> and
Lg—1 1 _
oz x T
Fyea(z) = 1—¢ Pras ; 5 (PR%) . (C2)
We can re-express (C.1) according to
2
FAE,max (l‘) H FAE,n,S (l‘) (C.3)
n=1



where we have combined Fye,1(x) and Fye:(2) as

(7))
I\E,

with 3,, P,, and L3, defined in (14), (14), and (15), respec-
tively. We can expand the product term in (C.3) according to
similar steps shown in Appendix A which results in the CDF
expression in (12), from which the PDF follows directly.

L3 n—1

Fona(z) =1 —3pe Pn Y (C.4)
r=0

APPENDIX E: DERIVATION OF THEOREM 3

For the asymptotic limit of the CDF of AP¥, we can first
derive the asymptotic CDF of A® in (10) as &y,  — oo

K

F)\R(IL') ~ H(l — Sk)

k=1

(E.1)

since I'(Lp k., v/ Py ) ~ T'(Lpk) as apx — oo. Thus, the
asymptotic CDF of AP as @y — oo is given by

1 x \Ls
Fyo(@) % o, (m) . (E2)
As such, the asymptotic limit for (11) is given by
Fyor () =F\r(x) + Fyp (z) — FAr(2)Fp ()
K
~ - se) (E.3)
k=1

as Op i, 0y — oo. Similarly, as &;, g+ — 00, the CDF of
AE:1.1in (C.4) can be approximated as

Fyemi(z) ~ 1 — sj- (E4)

x

since the series expansion of e
Z;’;O(—x)k/k!(de}nyk*r)k and the
L — . .
Lann 1 % Tvﬁ are both dominated by their
first terms which is equal to 1. As &4, — oo, the CDF of
A2 in (C.2) can be approximated as

T -

summation  of

FAE,n,2 (l‘) =~ (ES)

1 ( T )Lg,n
(Lg,n)!' \ Prérg n ’

As such, the asymptotic limit of the CDF of AEmax in (17)
is given by

(l—sk*)N x \ N(Lgn)

F E,max (L) & R
() (Lg))N TIN_, a5 \Pr

(E.6)

as Qjn g+, Qg n — OO.
Applying (E.6) and (E.3) to the derivations of the secrecy
outage probability results in

oo

(?St = F)\DF (22R(1 + x) — 1)ka,max (x)dx
(E.7)

since fye.max (x) decays faster than Fypr (z).
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