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Abstract
This paper investigates the secrecy performance of a finite-sized in-band selective relaying
system with M transmitters connected via unreliable backhaul links, N decode-and-forward
relays, and K collaborative eavesdroppers. To send the source message to the destination,
a transmitter-relay pair that achieves the highest end-to-end signal-to-noise ratio is selected
for transmissions, while the K eavesdroppers combine all the received signals from the se-
lected transmitter and relay using maximum ratio combining. The proposed model intro-
duces backhaul reliability and eavesdropping probability parameters to investigate practical
constraints on the transmitter-relay cooperation and eavesdropper collaboration, respectively.
Closed-form expressions are derived for the secrecy outage probability, probability of nonzero
achievable secrecy rate, and ergodic secrecy rate for nonidentical frequency-selective fading
channels with robust cyclicprefixed single carrier transmissions. These results show that the
asymptotic secrecy outage probability and probability of non-zero achievable secrecy rate are
exclusively determined by the number of transmitters M and their corresponding set of back-
haul reliability levels. Under unreliable backhaul connections, it is found that the secrecy
diversity gain is determined by M, N, and the number of multipath components in the fre-
quency selective fading channels. Link-level simulations are conducted to verify the derived
impacts of backhaul reliability and collaborative eavesdropping on the secrecy performance.
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Abstract—This paper investigates the secrecy performance of a
finite-sized in-band selective relaying system with )/ transmitters
connected via unreliable backhaul links, N decode-and-forward
relays, and K collaborative eavesdroppers. To send the source
message to the destination, a transmitter-relay pair that achieves
the highest end-to-end signal-to-noise ratio is selected for trans-
missions, while the K eavesdroppers combine all the received
signals from the selected transmitter and relay using maximum
ratio combining. The proposed model introduces backhaul reli-
ability and eavesdropping probability parameters to investigate
practical constraints on the transmitter-relay cooperation and
eavesdropper collaboration, respectively. Closed-form expressions
are derived for the secrecy outage probability, probability of non-
zero achievable secrecy rate, and ergodic secrecy rate for non-
identical frequency-selective fading channels with robust cyclic-
prefixed single carrier transmissions. These results show that the
asymptotic secrecy outage probability and probability of non-zero
achievable secrecy rate are exclusively determined by the number
of transmitters )N and their corresponding set of backhaul
reliability levels. Under unreliable backhaul connections, it is
found that the secrecy diversity gain is determined by M, N, and
the number of multipath components in the frequency selective
fading channels. Link-level simulations are conducted to verify
the derived impacts of backhaul reliability and collaborative
eavesdropping on the secrecy performance.

Index Terms—Wireless backhaul, in-band selective relaying,
eavesdropping probability, secrecy outage probability.

I. INTRODUCTION

With unprecedented demands for wireless data traffic, it is
envisioned that ultra dense heterogeneous networks will be a
key feature of future wireless cellular networks. Specifically,
it is anticipated that large numbers of small cells could be
deployed in high-traffic areas to satisfy the data demands of
large numbers of wireless devices [1], [2]. A key challenge
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in ultra-dense deployments is the provision of large-scale,
ultra-reliable, and highly-secure backhaul links for the small
cell base stations [3]-[5]. Recently, wireless backhaul has
gained considerable interest due to its flexibility and scalability
in providing large-scale backhaul connections between the
control unit (CU) e.g., a nearby macro base station or internet
gateway and the small cell transmitters [6]—[8]. It has been
shown that wireless technologies such as millimeter wave
(mmWave) communications [9] and massive multiple input
multiple output (MIMO) antennas [10] could be used to
provide backhaul connections supporting hundreds of gigabits
backhaul traffic in 5G ultra dense heterogeneous small cell
networks. However, wireless backhauling for 5G small cells
is sometimes unreliable and insecure due to wireless channel
impairments such as non-line-of-sight (nLoS) propagation,
severe fading, network congestion, and synchronization [11],
[12].

The impacts of wireless backhaul reliability and capacity
constraints on system performance have been investigated for
various heterogeneous networks including finite-sized systems
[13], cloud radio networks [14], and coordinated multi-point
transmissions [15], which represent different 5G network
topologies. In [16], the authors analyzed the impact of nLoS
propagation on the outage performance of 5G mmWave back-
haul links. Wireless backhauls have also been widely applied
in cooperative relay networks for uplink connections [17]—
[19]. In [20], the outage performance was investigated for
cooperative systems with unreliable backhauls over Rayleigh
fading channels.

A promising 5G waveform solution to improve the reli-
ability and security of wireless backhauls is cyclic-prefixed
single-carrier (CP-SC) transmissions. It has been shown that
CP-SC transmission with either null cyclic-prefix (CP) [21]
or block-wise data CP [22] are suitable for deploying massive
MIMO in mmWave communications with robustness to phase
noise and carrier frequency offset. In advanced cooperative
relaying systems, CP-SC is a practical transmission scheme
for achieving multi-user and multi-path diversity [23], [24].
In [25], the secrecy performance of finite-sized CP-SC relay
systems with unreliable backhauls and a single relay was
investigated. To improve the end-to-end system performance,
several relay selection schemes have been proposed for CP-
SC-based cooperative relay systems in [26], [27].

Given the broadcast nature of wireless channels, the physi-
cal layer transmission of legitimate signals are vulnerable to be



intercepted by potential external eavesdroppers [28]-[30]. As
an important means of securing wireless transmissions against
eavesdropping, physical layer security strategies have been
investigated based on exploiting physical characteristics of
the wireless medium from a channel coding perspective [31]—
[33]. In the presence of multiple eavesdroppers, cooperative
relay systems have been proposed to further enhance physical
layer security using relay selection [34], [35], joint relay-user
selection [36], and beamforming [37], [38]. When multiple
antennas are deployed at a single transmitter, it has been shown
that transmit antenna selection (TAS) can enhance secrecy
performance [39]-[41]. In [42], TAS has been applied to
achieve diversity with the aid of incremental relaying for a
cooperative relay system with a single relay. Different from
[42], we consider the impact of multiple relays with relay
selection and TAS at the transmitters. Similarly, when multiple
transmitters are connected to a CU via wireless backhauls,
transmitter selection can be used to achieve diversity for secure
communications [25]. Since the proposed system uses the CU
for transmitter cooperation, the challenging synchronization
between transmitters can be reduced in the transmitter selec-
tion.

In [43], the physical layer security performance of finite-
sized cooperative relay systems with unreliable backhaul links
was analyzed for a single eavesdropper attempting to intercept
tranmissions from multiple transmitters and a single relay. The
more general scenario of multiple colluding eavesdroppers was
considered in [25] where the intercepted signal with the high-
est signal-to-noise ratio (SNR) among the eavesdroppers was
selected for decryption. Previous results have shown that the
secrecy performance of finite-sized cooperative relay systems
with multiple colluding eavesdroppers can be improved by
either transmitter selection [25] or relay selection [44]. To en-
hance the intercept capability, maximum SNR-based selection
[25] or maximum ratio combining (MRC) [44] may be applied
across all the eavesdroppers, which makes achieving secure
communications very challenging with escalating wiretapping
and decrypting capabilities [28]—[30]. In practice, it has been
shown that multiple eavesdroppers may not always be capable
of intercepting legitimate wireless transmissions due to imper-
fect synchronization and inner-information exchange among
the eavesdroppers [44]. As a further countermeasure against
eavesdropper collaboration, the effect of joint transmitter-
relay cooperation on the physical layer security of finite-
sized cooperative systems with unreliable backhauls remains
unknown.

In this paper, we present a general analytical framework
for the secrecy performance of a finite-sized in-band selective
relaying system consisting of M transmitters and N relays
in the presence of K eavesdroppers. Several potential 5G
characters have been considered in this paper, including wire-
less backhaul, frequency-selective fading, CP-SC transmission,
transmitter-relay cooperation, and eavesdropper cooperation.
Different from the incremental relay system in which TAS is
applied for enhancing physical layer security [42], multiple
transmitters are connected to a CU with unreliable wireless
backhaul in this paper. Intuitively, the considered transmitter
cooperation can be recognized as a CU with a distributed

TAS if perfect wireless backhaul connections are available. In
the main channel, M transmitters are connected to a CU via
unreliable backhauls, while a transmitter-relay pair associated
with the highest end-to-end SNR is selected out of the M N
transmitter-relay pairs to transmit the source message to the
destination. In the eavesdropping channel, K eavesdroppers
collaborate to share information obtained from the active
transmitter-relay pair. Since the benefits of eavesdropper col-
laboration is achieved at the expense of synchronization to the
legitimate transmissions and inner-information exchange, we
introduce an eavesdropping probability parameter to model the
cost of the eavesdropper collaboration [44]. To quantitatively
assess the joint impact of the unreliable backhauls and eaves-
dropping probability on the secrecy performance of the consid-
ered system, we derive new exact and asymptotic closed-form
expressions for the secrecy outage probability, probability of
non-zero achievable secrecy rate, and ergodic secrecy rate
under quasi-static frequency-selective fading channels with
CP-SC transmissions. Since these secrecy performance metrics
are tightly coupled with respect to the secrecy rate of the
main channels under quasi-static fading channels, the obtained
results for these metrics are practically useful for designing se-
cret key exchange protocols and coding algorithms [28], [29].
In contrast to previous results on physical layer security in the
presence of multiple eavesdroppers, the main contributions of
this paper are summarized as follows.

o For finite-sized in-band selective relaying systems, we
derive the secrecy outage probability, probability of non-
zero achievable secrecy rate, and ergodic secrecy rate
with multiple transmitter-relay cooperation, backhaul re-
liability, and eavesdropping probability. Note that an
investigation of the joint impact of transmitter-relay co-
operation, backhaul reliability, and eavesdropping proba-
bility in finite-sized in-band selective relay systems has
not been investigated previously. Thus, its accompanying
secrecy performance analysis is novel from this work.
Moreover, we consider frequency-selective fading chan-
nels which are fairly general for practical applications.

o A new closed-form expression for the cumulative distri-
bution function (CDF) of the end-to-end SNR is derived
for the main channel of the finite-sized in-band selective
relaying system. Compared to previous idealized linear
models of selective relaying [45] in which an identical
number of nodes and identical flat fading links are
assumed for each hop, we consider a finite-sized in-band
selective relaying system with general M, N, and non-
identical frequency-selective fading channels.

o The secrecy performance is investigated under unreliable
backhauls and non-ideal eavesdropper collaboration. The
joint impacts of unreliable backhauls and non-ideal eaves-
dropper collaboration are comprehensively characterized
in terms of the secrecy outage probability, probability
of non-zero achievable secrecy rate, and ergodic secrecy
rate. Different from most existing works considering mul-
tiple eavesdroppers, collaborative detection using MRC
across multiple eavesdroppers is considered in this paper.

o Asymptotic limits of the secrecy outage probability and



TABLE I
NOTATION USED IN THIS PAPER

Notation |
[z [z]T £ max(z, 0).

o(+) 4(+) denotes the delta function.

Description

E{-} | E{-} is the expectation operation.
L(a) |L(a) denotes the length of a vector a.
{a} {a} is the set containing all the elements of a vector a.
Ip Ip is the B x B identity matrix.
A(i,j) | A(4,7) is the (7, )-th element of a matrix A.
A(i,:) | A(3,:) is the ith row of a matrix A.
cy C}'is an (Z) X k integer matrix, whose ith row contains
the ith result of the combinations of {1,2,...,n} taking
k elements for each combination.
cr Cr is an (Z) X (n — k) integer matrix such that the
union of C}?(4,:) and C}’ (i, :) contains all the elements
of the set {1,2,...,n}.
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probability of non-zero achievable secrecy rate are pre-
sented for finite-sized in-band selective relaying systems.
It is shown that an intrinsic outage probability floor and a
ceiling on the probability of non-zero achievable secrecy
rate are exclusively determined by the backhaul reliability
and transmitter cooperation. It is also shown that the
secrecy diversity gain is jointly determined by M, N,
and the summation of the multi-path components in the
frequency-selective fading channels.

The rest of this paper is organized as follows: Section II
presents the system and channel model; Section III derives
the statistical properties of the end-to-end SNRs; Section IV
analyzes the secrecy performance of the considered system;
Section V gives simulation results to verify the analysis, and
Section VI summarizes the paper.

Notation: f,(-) and F,(-) denote the probability density
function (PDF) and CDF of the random variable (RV) =z,
respectively. CA (1, 02) denotes the complex Gaussian dis-
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Fig. 1. Block diagram of a finite-sized in-band selective relaying system with
unreliable backhauls in the presence of multiple eavesdroppers.

tribution with the mean y and the variance 2. |-] and [-]
denote the floor and ceil functions, respectively. Additional
notation used in this paper is summarized in Table L.

II. SYSTEM AND CHANNEL MODEL

Fig. 1 shows a block diagram of the considered finite-sized
in-band selective relaying system, in which M transmitters
(T4, ..., Ty) are connected to a CU via unreliable wireless
backhauls. Different from a finite-sized cooperative relaying
system with a single relay and a single eavesdropper [46],
the considered system includes /N intermediate relay nodes
(Rq,...,Ry) and K colluding eavesdroppers (F1, ..., Ex).
We consider that M transmitters and NV relays are operated in-
band, whereas massive MIMO and mmWave communications
are employed for wireless backhaul connections [9], [10], [12],
[16]. With the aid of analog beamforming [47] or a hybrid
of analog beamforming and digital MIMO processing [48]
for wireless backhaul connections, we assume that the nearby
users can hardly intercept wireless backhaul transmissions un-
less the users are located within the narrow beams. Therefore,
in this paper, we only consider that multiple eavesdroppers
wiretap the legitimate transmissions from multiple transmitters
and relays. Due to large path-loss or obstacles, we assume that
the direct links between T,,, Vm and D are unavailable. The
details of the channel model are described as follows:

e The channel vectors of the T, — R,,, R, — D, T,, —
FEy, and R,, — E}, links are respectively denoted by h,,,,,,
frs Jkm, and g, form=1,... M, n=1,..., N, and
k=1,..., K, respectively.

o The elements of the channel vectors are independent and
identically distributed (i.i.d.) complex Gaussian random
variables with zero means and unit variances. All the
channels are assumed to be block fading, i.e., the ele-
ments of channel vectors remain constant, but indepen-
dently vary from one transmission block to another.

o« We consider non-identical frequency selective fading
channels to model realistic systems with different chan-
nel vector lengths and path loss. As such, we de-
note the lengths of hu,.,, fn, Jim, and gr, by
Lh,n,m £ L(hnm), Ljn £ L(fn)a Lj,k,m £ L(]km),



and Ly, = L(gen), respectively, and Lyax =
max{Lp n.m;,Lfn,Ljkm:Lgrn} over Vm,n, k is the
maximum number of multipath components in the sys-
tem. The path-loss components over Ry, frn, Jkm, and
gin are denoted by ppnms Pfns Pjkms and Pgin,
respectively.

o Based on channel state information (CSI) of the main
channel, selective relaying is implemented using a cen-
tralized approach [34], [45], i.e., a single T},, — R, — D
link with the highest end-to-end SNR is selected to
transmit the source message to the destination. For the
centralized mechanism, we assume that the CU uses CSI
knowledge of all the links in the main channel to select
the best transmitter-relay pair [34], while the relay R,
has CSI of the links 7T}, — R,,, Ym and the destination
has CSI of the links R,, — D, Vn [25], [34], [45].

o The backhaul reliability for the link CU — T, is denoted
by pm, which represents the probability that T, can
successfully decode the source message via its backhaul
transmission. The backhaul reliability follows a Bernoulli
process and is independent across source messages [25],
so that Pr(B,, = 1) = p,, and Pr(B,, = 0) = 1 — pj,
where B,,, is a binary indicator function.

o The eavesdropping probability for Ej is denoted by
qx, which is the probability that E} can successfully
obtain information from the legitimate transmission and
collaborate with the colluding eavesdroppers. A Bernoulli
random variable I, is applied to represent g;. Due to con-
straints on signalling synchronization, transmission band-
width, and channel capacity of the eavesdropping links,
the eavesdropping probability that F; successfully inter-
cepts the transmitter/relay transmissions and exchanges
information amongst the colluding eavesdroppers is given
by Pr(I, = 1) = qx; otherwise Pr(I; = 0) = 1—g¢;, [44].

When a backhaul transmission fails, we do not consider
additional coding, automatic repeat request (ARQ), and power
control to focus on the impact of backhaul reliability on
the secrecy performance. For each transmission block, the
selective relaying is conducted within two consecutive time
phases. In the first time phase, the selected transmitter sends
the source message to the selected relay. In the second time
phase, the selected relay transmits its signal to the destination.
We assume that the relays work in decode-and-forward (DF)
relaying mode, such that the re-transmitted signal by the
selected relay is accurately decoded from the source message.
In the main channel, we adopt CP-SC transmission with M-
ary phase-shift keying (MPSK) modulation. We assume perfect
synchronization between the CU and all the transmitters by a
timestamp provided by a global navigation satellite system
(GNSS), such that all the transmitters simultaneously transmit
a symbol block € CB*!, where B is the size of the symbol
block, E{z} = 0, and E{||x||?} = I. To prevent inter-block
symbol interference (IBSI), an additional cyclic-prefix (CP)
comprising of L. symbols from x is appended to the front of
x with L. > Lyax.

In the first and second time phase, the selected relay and
destination removes the CP-related signals to obtain their

effective received signals, respectively. The received signals
at the selected relay and destination can be expressed as

y" = \/Ppn s mBn Hy m + 2" (1)

y° = \/PrpyaFaz + 27, (2)

respectively, where P is the maximum transmission power
at the transmitters, Pr is the transmission power at each
relay, m and n are the indices of the selected transmitter
and relay, respectively, and 2® ~ CN(0,021p) and 2P ~
CN(0,021p) are the additive noise vectors at the selected
relay and destination, respectively. Due to CP-SC transmission,
H5 5 (Fy) is the right circulant matrix specified by the
corresponding channel vectors hy 7 (f7) with zero padding
to match the length of x [27].

In the considered finite-sized in-band selective relaying
system, a transmitter-relay pair with the highest end-to-end
SNR is selected to transmit in the main channel, such that the
selected node indices are given by

and

(i, 7) = arg max \Trf?, 3)

where \TmftnD is the end-to-end SNR of the main channel
transmission associated with the link 7;,, — R,, — D which
will be defined in the following section.

For the eavesdropping channel, we assume that the eaves-
droppers are aware of CP-SC transmissions used in the main
channel and apply the corresponding demodulation scheme in
the interception. After removal of the CP-related signal parts,
the effective received signals at Ey, in the first and second time
phases are given by

Y=kl =\ [ Ppi sk Ba Iy s + 2501 (4)

yor? =\ /Prpg .l Gr az + 2502, 3)

respectively, where Jj, 5 (Gy ) is the right circulant ma-
trix determined by j. & (gr7) with additional zeros, and
the additive noise vectors are z®%1! ~ CN(0,021p) and
ZBk2 CN(0, UZIB). Note that (4) and (5) indicate that the
intercept capability of Ej, is constrained by its eavesdropping
probability that specifies I, in the first and second time phases,
respectively.

and

ITII. DERIVATION OF THE SNRS

In the main channel, considering an arbitrary end-to-end
link 7,,, — R, — D, Ym, Vn, the corresponding end-to-end
SNR with DF relaying is given by

ATt & in(ATefin A0 (6)

where A\r_r, and A\p p are the SNRs of the 7,, — R, and
R, — D links, respectively, which can be derived from (1)
and (2) as

p n,mBm hnm 2 5~
)\TmRn 4 Ph,n, U2|| ) || épph,ntmthmHz (7)
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Al £ M 2 Prpsallfall?, ®)

n

where phopm = Phonm/o2 and P, = prn/o>. Based on
the joint transmitter-relay pair selection in (3), the end-to-end

SNR of the main channel with DF relaying can be written as
\DF

= max (/\T’"R"D )

Ym,Vn

— 3 ATann )\RHD . 9

i, (min (B, ARE)). O

In the eavesdropper channel, based on (4)-(5), the received

SNRs at Ej in the first and second time phases can be
respectively expressed as

ABRL 2 Bh LBk (10)

and

AERZ & ppbo e alkl gl

Y

where pjrm = pjkm/os and pyrn = pgra/oz. To
maximize the total received SNR, the eavesdroppers collab-
oratively detect their receptions by applying MRC across all
the received signals from the transmitter 7 and relay Ry
over two consecutive time phases. Thus, the received SNR
with MRC across all the K eavesdroppers can be expressed
as

K
AE = AERL | \Ek,2
;( )
2K~ ~
L Z]Ik)\E*k, (12)
k=1
where
~ o [ LBs, k=1,2,...,K
]I’f:{ﬂ“(, F—K+1,K+2,... 2K (3)

and
NEk & Ppjkmilldrml?, k=1,2,....K
Prpgr-rillgenll?, k=K+1,K+2,...2K.
(14)

It is interesting to point out that previous works on the
security of two-hop relaying have considered the following
two simpler interception schemes: 1) the eavesdroppers only
intercept the transmissions from the selected relay and ignore
the source transmitter in [35]-[37]; 2) only a single eaves-
dropper with the highest receive SNR is adopted for selection
combining (SC) in [35]-[38] and the signals intercepted by
all the other eavesdroppers are ignored. Compared to the
SC schemes that only intercept the relay transmission, the
considered eavesdropping scheme applies MRC to combine
the signals intercepted by all the eavesdroppers from both
the source transmitter and relay, which provides a significant
advance in the literature representing a worse case scenario
for secure communications in two-hop relaying systems. Note
that a DF relay can enhance the secrecy performance by send-
ing independent codewords with respect to source messages,
which prohibits the eavesdropping MRC from combining

both the source and relay transmissions [49]. The considered
eavesdropping MRC model in (12) can be also applied to the
scenarios of [49] by setting I, = 0 for & = 1,2,..., K or
I, =0fork=K+1,K+2,...,2K for wiretapping only
the source or relay transmissions.

A. Statistical Properties of the SNRs

In this subsection, we derive the statistical distributions of
APF and AF, respectively. Applying the properties of the right
circulant channel matrix for CP-SC transmissions, it can be
shown that the SNR AP follows a chi-squared distribution
with degrees of freedom (DoF) determined by the number of
multipath components [27], given by

)\RnD

~X*(2L s n, Prpfn), (15)

where the DoF is denoted by 2Ly, and the power nor-
malization constant is denoted by Prps,. For a RV A ~
X2(2L4, 74 ), its PDF and CDF are respectively given by

1 €T
s L) = gt

T(La) () e (10

and

12\
FA(#; Laya) = 1 — €770 Y E(Fa) : (17)

t=0

Proposition 1. An exact closed-form expression for the CDF
of the end-to-end SNR of the main channel, APE in (9), is
given by

M ——— ~ o~
Fyor(z) =1+ (1— H(l—pm)) ZZ(_l)LHH_ngTg,

m=1
Xe_(ae-"_akp)wxaf-‘ra@ . (18)
Proof: See Appendix A. |

For finite-sized in-band selective relaying with unreliable
backhauls, the expression in (18) is a new closed-form ex-
pression for the CDF of the end-to-end SNR, which is valid
for a wide range of scenarios with non-identical backhaul
reliabilities, non-identical frequency-selective fading channels,
and arbitrary number of transmitters and relays.

To derive the distribution of the eavesdropper channel SNR
AF in (12), we first note that Il in (13) is a Bernoulli RV
satisfying Pr (I, = 1) = gx and Pr (I, = 0) = 1 — g, with

~A{ k:1,2,...,K
qk =

k=K+1,K+2,...,2K.
For £ = 1,... K, fk is a product of two independent
Bernoulli processes specified by the probability g, which is
the product of the backhaul reliability, py, and the eavesdrop-
ping probability, g,. Moreover, it can be shown that AEF in
(14) is distributed according to A®:* ~ y2(2L. 1, 7e.x) with

Pmdk,

19
qk—K, (19)

_ Lj ks k=1,2,....K
Ley = { Lyr-rm k=K+1,K+2,. .. 2K (20)
and
_ Ppj o, k=1,2,....K
ne’k_{ Prpgr-rkm k=K+1,K+2,...2K. @D



Based on (20) and (21), the PDF fXE,k(:v) of \B* can be
obtained by substituting { Ly, 76} = {Le .k, Ne,x } into (16).
Next, we introduce a RV

)Z*C,?(T,:) AL XE,C,?(T,I)_’_’ o ,XEch(Txk),

(22)
where 2 < k <nand 1 <7 < (}). Note that XCi() is the
summation of k£ independent chi-squared RVs, while each RV
NECE(T0) (7 =1,... k) also follows the gamma distribution
with the shape factor Le,cg(f.,i) and the scale factor Ne,Cy (1,1)-
As such, we can write the PDF and CDF of XCi(m) g [50]

L.
S > S5 dines)

fgepen (@) = (23)
1€Cp(r,:) j=1
and
Le i
F"C”(T )( Z ZHUFA x; J, 7761) (24)
i€Cy () j=1

where fx(z;7,7) and Fy(z;j,me,;) are given by (16) and
(17), respectively. Denoting Le; = Lecn(ry and i =
Ne,Cp (i) the coefficient =; ; in (23) and (24) can be ex-
pressed as [50]

L—2=7J

j
ti—Lei—L, —i
( 1 1 ) 1 , 14U (1—4)
Neyi  Me,1+U(1—0)

U=+ Le j—14U(h—1-1) —J — 1)!
(Lep—140U(h—1-1) — D! (le—2 — 5)!

X
—

) 1 j*lkfzfie,kflJrU(k*l*i)
X — — —>

ne,z Mk—14U (k—1+4)
X (E + Ee $+1I+U(s+1—i) — lsr — 1)!

1 ( e,s+14+U(s+1—1i) — 1)'(£s _Es-i-l)!

5=
1 1 Log1—Le—Le s 114U (s41—1)
X| = B .
Ne,i 778.,5+1+U(s+17i)

(25)

Since the selective relaying strategy chooses the transmitter-
relay pair (m,n) according to (3), which corresponds to
a random selection of the transmitter-relay pairs from the
point of the view of the eavesdroppers, the evaluation of the
statistics of the exact SNR of the eavesdropping channel is
only tractable by considering identical backhaul reliability and
identical frequency-selective fading for the channels jy, ,,, with
Vm and identical frequency-selective fading for gj ,, with Vn
but non-identical frequency-selective fading channels between
the T,,, - R, and R,, — D links. This assumption will be
relaxed to non-identical backhaul reliabilities and non-identical
frequency-selective fading channels across all the links for the
asymptotic SNR analysis in Section IV.

Proposition 2. The PDF and CDF of the received SNR of
the eavesdropping channel with MRC across K eavesdroppers
and over two consecutive time phases are given by

2K

fre(@) = o) [T -a)

k=1
()
+ Z wl,'rf)x (‘T; Le,CfK(T,l)v ne,CfK(T,l))

=1

ok (35) Lo
DD Y Y werh@iimes) 26)

k=2 7=1 icC}X (1) j=1

and
2K
Fye(x) =] - @)
k=1

()
+ Z wl;TF)\ (‘T; Le,CfK (7,1)» ne,ClzK(T,l))
T= 1

+ZZ > ZwkTF)\x]nel) 27)

k=2 =1 jeC2K (r,:)
respectively, where wy, » is given by (28) at the next page.

Proof: See Appendix B. |

The closed-form PDF and CDF of the eavesdropper channel

SNR AF in Proposition 2 explicitly reflects the contributions

from all K eavesdroppers with MRC and the constraints from
the eavesdropping probability and backhaul reliability in gy.

IV. SECRECY PERFORMANCE ANALYSIS

In this section, based on the statistical distributions of
the end-to-end SNRs in Propositions 1 and 2, we proceed
to analyze the secrecy performance of finite-sized selective
relaying systems with unreliable backhauls and frequency-
selective fading. Specifically, we focus on the secrecy outage
probability, probability of non-zero achievable secrecy rate,
and ergodic secrecy rate. A security advantage is achieved due
to the fact that the transmitter-relay pair selection based on
the main channel is random with respect to the eavesdropping
channels.

We first analyze the secrecy performance with identical
backhaul reliability and identical frequency-selective fading
for the eavesdropping channels ji,,, Ym and gi,, Vn,
respectively. However, all the main channel links in the system
are assumed to be non-identical frequency-selective fading.
Finally, we derive the asymptotic secrecy performance limits
under non-identical backhaul reliabilities and non-identical
frequency-selective fading across all the links in the high SNR
region.

The maximum achievable rates of the main channel and
eavesdropping channel are respectively given by

Cpr = (29)

1 1
5 loga (14 AP and Cp = 5 loga(1+ A,



L
Wk, r =

Qo2 (7,1) - --ach(T,k)(l - aégK(m)) e (1 - ac’gK(T,zK—k))7 1<k<2K

dc2k(1,1) -+ - 4C2K (1,2K)

28
k=2K 8

where the pre-log factor % is due to the half-duplex relaying.

Substituting (29) into Cs = [CDF — CE} +, the secrecy rate of
the main channel can be expressed as [51]-[53]

1 14 APFN\]T
Cs—ﬁ[logz (W)] |

A. Identical Backhaul Reliability

Based on the closed-form expressions in (18), (26), and (27),
we present the following secrecy performance analysis for
finite-sized in-band selective relaying systems with identical
backhaul reliability.

1) Secrecy Outage Probability: A secrecy outage event
occurs when the secrecy rate of the main channel in (30) is
less than a target secrecy rate 'R > 0 [28], [29], [53].

Pout = PI‘(CS < R)

_/OOOFADF(JR(H:E)—1)ka(a:)dx, (31)

where Jp £ 22R.

(30)

Theorem 1. The secrecy outage probability of a finite-
sized in-band selective relaying system wiretapped by multiple
eavesdroppers under unreliable backhauls and non-identical
[frequency-selective fading is given by (32) at the next page.

Proof: Substituting (18) and (26) into (31), we expand

the term (Jg — 1 + Jrx)? TP« in the integral according to

L Ez+/§¢ L
(Jr =1+ Jgz)P e = 3" (Jp — )PPV et (33)
v=0

Applying the series expansion in (33), we solve the re-
sulting integral using the identity [ gt = I'((a +
1)/b)/(bclatD)/b)) [54, 3.326/2] to derive the result in (32).
|
Theorem 1 provides a general analytical framework for
evaluating the secrecy outage probability of a finite-sized in-
band selective relaying system. The joint impact on the secrecy
outage probability of the transmitter-relay cooperation under
unreliable backhauls and the eavesdropping collaboration with
MRC across K eavesdroppers and over two time slots is
explicitly characterized in (32). Compared to the approximate
outage probability of the idealized linear system model of
selective relaying with equal numbers of transmitters and
relays [45], Theorem 1 provides a new closed-form secrecy
outage probability expression for selective relaying with arbi-
trary degrees of transmitter-relay cooperation and eavesdrop-
per collaboration under frequency-selective fading channels.
Moreover, (32) shows that an increasing gy, corresgponds to an
explicit decreasing for the term Fypr (Jp — 1) kfl(l —qr)
in Py, while the joint impact of the backhaul reliability and
eavesdropping probability on P, is additionally characterized

T=

backhaul connections and perfect eavesdr]gpper cooperation
occur, we have Hiil(l —qr)=0and [[,_,(1—pm)=0,
with which the corresponding P, can be obtained from (32).
As a special case of the secrecy outage probability, the
probability of non-zero achievable secrecy rate of a finite-
sized in-band selective relaying system wiretapped by multiple
eavesdroppers under unreliable backhauls and non-identical
frequency-selective fading can be evaluated as [53]

2K
as the term Ziil Z( ’“1) wg,-. When simultaneous perfect

Pr(Cs > 0) = / Fyor (z) fe (v)dz, (34)
0

which is evaluated as (35) at the next page. In (34), Fyor (7) =

1 — Fyor(z) can be easily extracted from (18).

In (35), the term 1 — H%Il (1—py) explicitly shows that an
increasing backhaul reliability results in an increasing Pr(Cy >
0), while the term Hii{l(l — @) indicates that an increasing
eavesdropping probability results in a decreasing Pr(Cs > 0).
Moreover, with simultaneous perfect backhaul connections and
perfect eavesdropper cooperation, the first term (1 — Hf\f:l (1—
Pm)) Hiil(l — qx) in (35) becomes zero.

2) Ergodic Secrecy Rate: By averaging the instantaneous
secrecy rate over the SNR distributions of AP¥ and A\F, the
ergodic secrecy rate can be expressed as [53]

c.— 1 /OO F\or () Fye(x) de.
21og(2) J, 1+2

(36)

Theorem 2. The ergodic secrecy rate of a finite-sized in-band
selective relaying system wiretapped by multiple eavesdrop-
pers under unreliable backhauls and non-identical frequency-
selective fading channels is given by (37) at the next page.

Proof: Substituting the expressions for Fyor(z) and
Fye(x) into (36), we solve the integral which results in (37),
where W(a,b;2) = 5 [oo e #1714+ 1)° %71t is the
confluent hypergeometric function [54, 9.211/4]. [ ]

The results in Theorem 2 explicitly consider the backhaul
reliability, frequency-selective fading, transmitter-relay coop-
eration, as well as eavesdropper cooperation, so that Theo-
rem 2 provides a general form for the ergodic secrecy rate.
Moreover, (37) shows that an increasing backhaul reliability
Pm results in an increasing 1 — Hn]\le(l — Pypy), which has
a tendency for increasing the ergodic secrecy rate as will be
verified by the simulations in Section V. For a special case
with simultaneous perfect backhaul connections and perfect
eavesdropper cooperation, the corresponding ergodic secrecy
rate can be obtained by substituting H%Zl(l — pm) =0 and

125, (1 — @) = 0 into (37).

Proposition 3. For non-identical frequency-selective fading
channels and perfect backhaul connections, the secrecy diver-
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sity gain of the finite-sized in-band selective relaying system
is given by

MN N
Gd = min < Z Lh,l/(tp),,u(tp)v Z Lf7n> 5 (38)
p=1 n=1
where () = [£] and v(p) = ¢ — [£ — 1| N.
Proof: See Appendix C. [ ]

Proposition 3 shows that the secrecy diversity gain is
jointly determined by M, N, and the number of multi-path
components in the 7, — R,, and R, — D links, denoted by

Ly, u(0),u() and Ly, respectively. The result in (38) shows
that the considered system achieves not only transmitter-relay
cooperation diversity but also multi-path diversity. We note
that the secrecy diversity gain is only affected by the number
of transmitters, )M/, when the summation of the multi-path
components in the 7,,, — R,, links is less than the summation
of the multi-path components in the R,, — D links. For
comparable values of Ly, (4, () @and Ly 5, it can be inferred
from (38) that the secrecy diversity gain is mainly determined
by the number of relays, N, besides the corresponding multi-
path diversity.



B. Asymptotic Analysis with Non-Identical Backhaul and Fre-
quency Selective Fading

From the point of view of the eavesdroppers, the selected
transmitter for transmission is randomly chosen. Consequently,
it is hard to trace the closed-form expressions for the statistics
of the received SNR AP with non-identical backhaul and
frequency-selective fading. In this part, we provide asymptotic
secrecy performance for the case of non-identical backhaul and
frequency-selective fading.

When the average path-loss of the eavesdropping channel is
much larger than that of the main channel, it has been shown
that P, = 1 and Pr(Cs > 0) = 0 for the conventional secrecy
communications [28], [29]. For our considered system, also
of interest is the asymptotic behavior of P, and Pr(Cs > 0)
when the average path-loss of the main channel is much larger
than that of the eavesdropping channels, i.e., p, > py, Vp, €

{Ph,n,mvpf,n} and Vp, € {pj.,k.,mapg,k,n}~

Theorem 3. For a fixed SNR in the eavesdropping channels
with MRC across multiple eavesdroppers, as the equivalent
transmit powers pph_ﬁﬁ and Prpys 5 approach infinity, the
asymptotic limits on the secrecy outage probability and the
probability of non-zero achievable secrecy rate are respectively
given by

M
Py =110 =pm) (39)
m=1
and
M
Pre*(Ce > 0) =1— [[ (1 = pm). (40)
m=1
Proof: See Appendix D. [ ]

It can be observed from (39) and (40) that asymptotic
limits on the secrecy outage probability and probability of
non-zero achievable secrecy rate are exclusively determined
by the number of transmitters, M, and the corresponding
set of backhaul reliability levels, p,,. Conditioned on that
Pz > py, Vps € {Ph,n,mapf.,n} and Vp, € {Pj.,k-,mapg,k,n}’
the results of Theorem 3 show that the number of eaves-
droppers and relays do not impact on the asymptotic limits
of our finite-sized in-band selective relaying system with
unreliable backhauls. In fact, increasing M and p,, directly
improves the asymptotic secrecy performance of the system.
On the contrary, conditioned on that p, < p,, we also
have P,,t = 1 and Pr(Cs > 0) = 0, which are similar
to those of the conventional secrecy communications [28],
[29]. In the case of identical backhaul reliability p,, = p,
Vm, the asymptotic limits of Theorem 3 can be expressed
as P2 = (1 —p)™ and Pr**(Cs > 0) = 1 — (1 — p)M.
For perfect backhaul connections, we can directly infer that
P45 — 0 and Pr**(Cs > 0) — 1 as p,,, — 1. For non-perfect
backhaul connections, Theorem 3 indicates that P,,; = 0 and
Pr(Cs > 0) = 1 cannot be achieved.

V. SIMULATION RESULTS

In this section, we presents link-level simulation results
to validate our analyzed secrecy performance metrics. In the

TABLE II
SIMULATION PARAMETERS

Parameter Scenario S1 Scenario So
M 2 {2, 4}
N 2 2
K {1, 2, 3} {1, 2, 3}
p1,---,pM]) [0.98, 0.98] [0.92, 0.92, 0.92, 0.92]
a1, qx] [0.3, 0.3, 0.5] [0.3, 0.3, 0.5]
(Lfi1y--s Ly ] [2, 3] [2, 5]
Lp1,1 - Lpam _1 2_ _2 41 3_
1 2 1 2 3
Lp. N1 - LhNM - - - -
(Ljaa - Liaar ] 101 2 2 2 2
2 2 1 1 1 1
Lk - Ljx,n) _1 1_ _2 2 2 2_
[ Lgn1 - Lgan ] (1 1] 11
1 1 1 1
lLg. 1 -+ Lg N _2 2_ 2 2
Parameter Scenario S3 Scenario Sy
M 4 {2, 4}
N {2, 4 {2, 4
K {1,2,3} {1,2,3}
[p1,.--,PM] [0.92, 0.92, 0.92, 0.92]| [0.9, 0.9, 0.92, 0.95]
lq1,- -, qxK] [0.3, 0.3, 0.5] [0.3, 0.3, 0.5]
(Liayeos Lyn] 1, 3,2, 5] 12,3, 1, 4]
2 2 1 3] (1 2 3 2]
Pranoee EBrou 1 2 1 4 1 2 1 3
1 5 2 1 3 1 4 2
BN 2 1 2 2 2 2 3 2
Liaa ]| 111 1] (1 2 1 2]
- 2 2 2 2 2 3 2 1
Lika o Lpxa)| [10101 1] 1 2 1 4]
(gnn o poan ]| [101 1 1] (2 1 2 1]
- 11 1 1 3.2 2 1
Lyga - Lernl| |2 2 2 2] 2 1 2 4]

link-level simulations, we apply quadrature phase-shift keying
(QPSK) modulation for CP-SC data symbols and set B = 64,
P =1, P = x,P with 0 < x, < 1. In all the simulation
figures, SNR denotes P/c? while the path-loss components
Phn,n and py, are normalized for the main channel. For
the eavesdropping channel, A®-*:1 and \E-*2 are scaled with
the fixed parameters {Pp; 1.m, Ppj2.m, Ppjam} = 3 dB x
{1, 1.2, 13} and {PRﬁg,l,naPRﬁg,Q,napRﬁq,&n} = 3dB x
{1.1,1.25,1.35}, respectively. For notational convenience, the
link-level simulation results are denoted by “Ex”, while the
analytical results are denoted by “An”. The analytical secrecy
outage probability and ergodic secrecy rate under perfect
backhauls are denoted by PSS, and C°, which are evaluated
by substituting p,, = 1, Vm into (32) and (37), respectively.
To highlight the impact of key design parameters of the
finite-sized in-band selective relaying system on the secrecy
performance, we consider 4 different scenarios, i.e., S1, Sa, S3,



and Sy, and set x, = 0.1. Additional simulation parameters
are summarized in Table II.

A. Identical Backhaul Reliability and Non-Identical Fre-
quency Selective Fading Channels
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Fig. 2. Secrecy outage probability versus SNR for scenario Sji.

In Fig. 2, we verify the accuracy of the analytical secrecy
outage probability and asymptotic secrecy outage probability
for scenario S; with M = N = 2. We see in this figure that,
throughout the considered SNR region, the analytical curves
match the simulation curves. With increasing SNR, the secrecy
outage probability under unreliable backhauls first decreases
and then approaches the asymptotic limit P, in the high SNR
region. For scenario i, this figure verifies the accuracy of
P =TIM_ (1 —pm) = 4 x 10~* indicating that P25, is ex-
clusively determined by the number of cooperative transmitters
and corresponding backhaul reliability. However, under perfect
backhaul connections, i.e., p,,, = 1, ¥m, this figure shows that
PS5, monotonically decreases with increasing SNR. When the
number of collaborative eavesdroppers increases from K = 1
to K = 3, we find that the secrecy outage probability increases
in the low and middle SNR regions, whereas P, achieved
by K =1, 2, and 3 converge to the same asymptotic limit
P2 =4 x 10~* in the high SNR region.

In Fig. 3, we plot the secrecy outage probability versus SNR
for scenario Sy with M = 2, 4, and N = 2. When the number
of cooperative transmitters increases from M = 2 to M = 4,
this figure shows that the asymptotic limit P57 decreases from

P = 6.4 x 1073 to P2, = 4.1 x 107°. Thus, increasing
transmitters cooperation results in a lower asymptotic secrecy
outage probability as proven by Theorem 3. Moreover, we see
in this figure that the secrecy outage probabilities achieved
by M = 2 and M = 4 have the same slope in the low and
middle SNR regions due to the sharing of the same N and
the summation of multi-path components in the R, — D
links. Note that in this scenario, the secrecy diversity gain
is determined by /N and corresponding number of multipath
components Ly ,. Thus, increasing transmitter cooperation in
this scenario does not increase the diversity. Similar to Fig.
2, Fig. 3 shows that increasing eavesdroppers collaboration

Fou
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Fig. 3. Secrecy outage probability versus SNR for scenario So.

increases the secrecy outage probability in the low and middle
SNR regions; while in the high SNR region, the secrecy outage
probability is exclusively limited by the backhaul reliability,
DPm, and transmitter cooperation, M.

5 10 15 20 25 30 35 40 45
SNR (dB)

Fig. 4. Secrecy outage probability versus SNR for scenario Ss.

The secrecy outage probability versus SNR for scenario S
is depicted in Fig. 4, where we set M = 2 and N = 2 and
4. With increasing number of cooperative relays from N = 2
to N = 4, Fig. 4 shows that the secrecy outage probability
curves achieve the increased secrecy diversity gain resulting
from relay cooperation. At the P, level of 10~4, this figure
shows that NV = 4 achieves an approximately 6 dB SNR gain
over N = 2. Furthermore, both N = 2 and N = 4 achieve the
same asymptotic limit P25 = 4.1 x 1075, which verifies that
increasing relay cooperation does not change the asymptotic
secrecy outage probability in the high SNR region as proven by
Theorem 3. It should be pointed out that, as verified by Figs.
2-4, the eavesdropper cooperation does not affect the secrecy
diversity gain and asymptotic P%% , which are consistent with
Proposition 3 and Theorem 3.

In Fig. 5, we verify the accuracy of the analytical proba-
bility of non-zero achievable secrecy rate and corresponding
asymptotic limit for scenario S;, where we consider two
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Fig. 5. Pr(Cs > 0) versus SNR for scenario Si.

cases of backhaul reliability, i.e., p,, = 0.9 and p,,, = 0.98,
respectively. The accuracy of the analytical Pr(Cs > 0) has
been verified by the curves in Fig. 5. With increasing SNR,
we see that the probability of non-zero achievable secrecy rate
under unreliable backhauls first increases and then approaches
the asymptotic limits Pr®*(Cs > 0) in the high SNR region.
For scenario S7, this figure also verifies the accuracy of
Pr*(C, > 0) = 1 —[[Y_,(1 — py). For p,, = 0.9 and
pm = 0.98, this figure confirms that Pr**(Cs; > 0) = 0.99
and Pr*(Cs > 0) = 0.9996, respectively. Thus, increasing
backhaul reliability results in improved Pr®*(Cs > 0). With
increasing eavesdroppers collaboration from K =1 to K = 3,
Fig. 5 shows that Pr(Cs > 0) decreases in the low and middle
SNR regions. However, in the high SNR region, the probabil-
ities of non-zero achievable rate for K = 1, 2, and 3 converge
to the same asymptotic limit, which is exclusively determined
by the backhaul reliability and transmitter cooperation.
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Fig. 6. Pr(Cs > 0) versus SNR for scenario Sa.

In Fig. 6, we investigate the probability of non-zero achiev-
able secrecy rate versus SNR for scenario So with M = 2, 4,
and N = 2. By increasing transmitter cooperation M = 2 to
M = 4, Fig. 6 shows that the asymptotic limits Pr**(Cs > 0)
increases from Pr**(Cs > 0) = 0.9936 to Pr**(Cs > 0) ~

1. Therefore, increasing transmitter cooperation results in a
higher asymptotic probability of non-zero achievable rate. Fur-
thermore, this figure confirms that the probabilities of non-zero
achievable rate for M = 2 and M = 4 have the same slope
before they approach the asymptotic limits. As a result, the
secrecy diversity gain is not affected by transmitter cooperation
since the secrecy diversity gain is determined by N and Ly ,, in
this scenario. This figure also shows that Pr(Cs > 0) decreases
with increasing eavesdropper collaboration from K = 1 to
K = 3 in the low and middle SNR regions; while in the
high SNR region, Pr(Cs > 0) is exclusively determined by
the backhaul reliability.
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Fig. 7. Pr(Cs > 0) versus SNR for scenario S3.

The probability of non-zero achievable secrecy rate versus
SNR for scenario S5 is depicted in Fig. 7, where we set M = 2
and N = 2, 4. With increasing number of cooperative relays
from N = 2 to N = 4, this figure shows that the probabilities
of non-zero achievable secrecy rate obtain the increased se-
crecy diversity gain resulting from relay cooperation, i.e., the
Pr(Cs > 0) achieved by N = 4 has a more upward slope than
that of N = 2. Moreover, this figure shows that N = 2 and
N = 4 achieve the same asymptotic limit Pr**(Cs > 0) ~ 1
in the high SNR region, which verifies that increasing relay
cooperation does not affect the asymptotic probability of non-
zero achievable secrecy rate in the high SNR region.

In Fig. 8, we plot the ergodic secrecy rate versus SNR for
scenario S3, where we consider p,, = 0.7 and p,, = 0.8. This
figure verifies the accuracy of the analytical C;. Compared to
the case of perfect backhaul connections, this figure shows the
ergodic secrecy rate for different values of backhaul connec-
tions. As SNR increases, a larger gap of the ergodic secrecy
rate can be observed reflecting that the backhaul reliability
influences the performance. By increasing transmitter-relay
cooperation from {M = 2,N = 2} to {M = 4, N = 4},
the ergodic secrecy rate also increases. Furthermore, it can
be seen that the ergodic gap between unreliable backhaul and
perfect backhaul becomes insignificant for {M = 4, N = 4}
compared to {M = 2, N = 2}. Thus, increasing transmitter-
relay cooperation can effectively combat the negative effect
of unreliable backhaul on the ergodic secrecy rate. Fig. 8 also
shows that the ergodic secrecy rate decreases with increasing
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Fig. 8. Ergodic secrecy rate for scenario S3.

eavesdropper collaboration from K =1 to K = 3.

B. Non-Identical Backhaul
Selective Fading Channels
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Fig. 9. Secrecy outage probability for scenario S4.

Fig. 9 plots the secrecy outage probability versus SNR
for scenario S4. Under non-identical backhaul reliability, this
figure shows that the asymptotic limit of secrecy outage
probability is exclusively determined by backhaul reliability
and the number of transmitters, while the secrecy diversity
is determined by the number of relays and the summation of
Ly, in this scenario. By increasing transmitter cooperation
from M = 2 to M = 4, this figure shows that the asymptotic
limit decreases from P%, = 1.0 x 1072 to P2, = 4.0x 1072,
according to our derived expression P25, = H%:l( 1—pm).
For the achieved secrecy diversity, Fig. 9 shows that N = 4
results in a more downward slope than that of N = 2.
As eavesdropper collaboration increases, the secrecy outage
probability increases in the low and middle SNR regions, while
the secrecy outage probability converges to P%% in the high

out
SNR region irrespective of the number of eavesdroppers.
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Fig. 10. Probability of non-zero achievable secrecy rate versus SNR.

In Fig. 10, the probability of non-zero achievable secrecy
rate versus SNR for scenario Sy is depicted. It can be readily
seen that the diversity is influenced by the number of relays,
while the asymptotic limit on the probability of non-zero
achievable secrecy rate is determined by Pr**(Cy > 0) =
1—]_[%:1 (1—pm), which is affected by both the backhaul reli-
ability and the number of transmitters. Moreover, the probabil-
ity of non-zero achievable secrecy rate decreases with increas-
ing eavesdropper collaboration in the low and middle SNR
regions; while in the high SNR region, Pr(Cs > 0) approaches

the asymptotic limit Pr**(Cs > 0) =1 — H%Zl(l — Pm)-

- = =C*M=4,N=4K=1 *
e O M =2 N=2K=1
¥ M=4N=4K=1
% M=2N=2K=1
—o— M=4,N=4,K=2
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Fig. 11. Ergodic secrecy rate versus SNR.

In Fig. 11, we plot the ergodic secrecy rate versus SNR
for scenario Sy considering non-identical backhaul reliability.
When the number of eavesdroppers increases from K = 1
to K = 3, this figure shows that the ergodic secrecy
rate decreases. As P/c? increases, the gap between the
ergodic secrecy rates under perfect and unreliable backhauls
also increases. This figure also shows that by increasing
transmitter-relay cooperation, a higher ergodic secrecy rate can
be achieved. Moreover, the ergodic secrecy rate gap between
unreliable and perfect backhauls becomes negligible when
transmitter-cooperation increases from {M = 2, N = 2} to



{M =4,N = 4}.

VI. CONCLUSION

This paper has investigated the secrecy performance of a
finite-sized in-band selective relaying system with M trans-
mitters, NV relays, and K eavesdroppers, which reveals several
practical significances on the physical layer security of 5G
ultra dense heterogeneous small cell networks. The constraints
of backhaul reliability in the main channel and eavesdropping
probability in the eavesdropping channel have been consid-
ered in the analysis. The exact secrecy outage probability,
probability of non-zero achievable secrecy rate, and ergodic
secrecy rate have been derived in closed-form. Our results
have shown that asymptotic limits on the secrecy outage
probability and probability of non-zero achievable secrecy rate
are jointly determined by transmitter cooperation and backhaul
reliability, whereas eavesdropper cooperation is not a factor
in the asymptotic secrecy performance metrics. It has also
been shown that the secrecy diversity gain promised by the
system is jointly determined by M, N, and the number of
multi-path components in the frequency-selective channels. It
was found that when backhaul reliability is fixed, increasing
transmitter-relay cooperation increases the diversity gain in the
low and middle SNR regions and improves the asymptotic
performance in the high SNR region. The impacts of M,
N, K, backhaul reliability, and eavesdropping probability on
the secrecy performance of the considered system have been
verified accurately by simulation results.

APPENDIX A: A PROOF OF PROPOSITION 1

Corresponding to backhaul transmission from the CU to 7,,,
let \¢“Im denote the received SNRAat the transmitter 7;,,. Irre-
spective of backhaul reliability, let \Tftn 2 Ppy, oAy, |2
denote the received SNR at R,, corresponding to the trans-
mission through the link 7}, — R,. Since the transmission
via the link CU — T,,, — R,, — D can be regarded as a
three-hop relay link, the corresponding end-to-end SNR can

be expressed as
ATannD — mln (ACuTnl , /A\Tann , )\RHD) . (A' 1)

Then, the end-to-end SNR of the main channel can be rewritten
as

AP = max ((min (X7 RToRe ARP) ) (A2)
Vm,Vn
The CDF of APF can be written as
F)\DF ((E)

= Pr ()\DF < &, max (/\C“T’“) < x)
vm

Pri(z)

+ Pr(/\DF < x,max ()\C wl'm ) > x, max ()\R"D) <x)
Vm Vn

Pro(x)

+Pr (/\DF <&, max ()\C“Tm) >, max ()\R"D) > :c) .
Vm Vn

Pr3(z)
(A.3)

Since the backhauls are shared by all the M N end-to-end
links, i.e., each backhaul connection is shared by N end-to-
end links, the term Pry(z) in (A.3) can be evaluated as

Pri(z) =Pr (n\}%lx (AT < .I') =Pr (IB%m = O,Vm)

M
= [T =pn). (A4)

m=1
In (A.4), we have applied the fact that a non-zero A“*’ due to

the perfectly reliable backhaul transmission (B,,, = 1) is larger
than any practical x > 0, so that the event max (/\C“T"L) =
0 occurs when all the backhaul connections are erased with
probability 1—p,,, Vm due to unreliable backhaul connections.
Similarly, the N links at the hop R,, — D are shared by all
the M N end-to-end links. Considering that the link R,, — D
is independent of the backhaul connection CU — T,,, the term
Pra(x) in (A.3) can be evaluated as

Pra(z) = Pr (max (AP < .I') Pr (n@%@x (AT > :C)

Lfynfl

=z 1 xt
PP S
g ¢! (PRpfyn)t>

[
,':]2
N

—

.

=1 71=1 7To=r1+1 7Tp=7p_1+1
A Lfy,‘efl
xX
xe M =
6_1_[1< ; t(Prpy,r )t>
M
X<1_ H(l_pm)>
m=1
. _ M
=<1+ (=1 YTpe "”x62><1— H (1 —pm)>,
m=1
(A.5)
where af_z PRPf ﬁé—z tes Té_ ( PRPfr )te )’
1
and -
N N—(+1 N—{+2 N Ly —1Lgsr,—1 wa 1
> 2 Z PO > Z >
=1 =1 ro=r1+1 7Tp=Tp_1+1 t1=0 to=0 tp=0

is the summat10n over all combinations of the link R,, — D,
Vn and channel lengths of f;,, Vn.

In the considered three-hop selective relay link, if there is at
least one backhaul connection can provide a perfectly reliable
link, we have B,,, = 1, 3m or equivalently max(/\c wT'm ) > x.
Therefore, when the event max(A““T) > z occurs, the event
APF < 2 becomes

(min (NI, ARnD)) <z (A.6)

max
Ym,Vn

Substituting (A.6) into the term Prs(x), it can be evaluated as

Prs3(z) = Pr (Ilvl%@x ()\CuTm) > 7, max ()\RHD) >z,

Jnax (Xf) < :v) (A7)



The CDF of A=~ is given by
Fsr,r, () = Pr (XTmR” < x)

x

Lhn,m—1 s
ST Y =
s=0 S' (Pph;nvm)s

Define \ £ vmaé( (XT"IR"). According to the theory of order

statistics, the CDF of \ can be written as
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where TR £ XTuoRueo with p(p) = [£ _
p— {% — 1] N. Substituting (A.8) into (A.9), the CDF of A
can be evaluated as
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is the summation over all combinations of the 7;,, — R,, links
and channel lengths of all the T,, — R,, links. Moreover,
extracting from (A.5), we have

M
Pr (Iréglx (AGTm) > x) =1- H1(1 —pm)  (A.12)
and
Pr (n&x (AfP) > :v> = i(—l)”l’fge*&”(x)g‘.
(A.13)

Substituting (A.12), (A.13), and Pr (max (A7) < z) =
F;(x) into (A.7), the term Pr3(z) is derived as

Pry = ( H (1=pm )(1+Z )Y e e x)ﬁe)
xS -1

With the obtained (A.4), (A.5), and (A.14), we arrive at (18).

1T, —W(:c)ﬂf. (A.14)

APPENDIX B: A PROOF OF PROPOSITION 2

Since each term Y;, £ ikXE’k of AF in (12) has the form
of the product of the Bernoulli RV I, and the chi-squared RV
M2k it can be shown that Y}, has the PDF of

(L

fvi(y) = (1—;Jvk)5(y)+%y TR

Lc,k 16 Me,k
= (1 = qx)0(y) + @ fr(Y; Le ks Me.k) (B.1)

where the PDF [\ (y; Le k, Ne 1) has the form of (16). In order
to derive the PDF of the SNR AP in closed-form, we present
the following three steps and define X = Zszl Y%, so that
AP = Xop.

1) Step 1 (K=2 Terms): For K = 2, the PDF of Xy =
Y7 + Y5 can be evaluated as

fx,(x /fyl ) fv, (x —y)dy
2

H 1—qr) +q1(1 — @2) fx(z; Le,1,me,1)
k=1

+q2(1 — q1) a2 Le 2, Me,2)

+§1?iz/ InW; Le1yme1) (@ — Y5 Le 2, me,2)dy
0

2

2 (x) (1 — qr)
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(3)
+> W fgezen (@), (B.2)
=1
where
@2,1.,7- = Z]VC%(T,l)(l - a@%(f,l))v (B.3)
Wa2,r = 503(7,1)503(7-,2)7 (B.4)

the PDF f)y (I;Le.,Cf(T.,l)’ne.,Cf(T.,l)) can be obtained by
substituting {Lq,7a} = {Le,c2(r,1): Me,c2(r,1) } into (16), and
chz(T ,(z) is the PDF of the RV XC2(7) & XE.Ci(.1) 4
AE:G3(1.2) which is determined by (23).

2) Step 2 (K=3 Terms): For K = 3, the PDF of X3 =
Xs + Y3 can be expressed with fx,(z) and fy,(x) as

[x;(z /fX2 ) fyy (z — y)dy

Following similar procedures as for the evaluation of the PDF
of Xo, after some complicated but straightforward manipula-
tions, we arrive at

(B.5)
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where

31,7 = Gear) (1= de3(ry) (1 = Ges(r2)),  (BT)
W3,2,7 = Gcg (r1)dcs (r2) (1 = 463(r1))» (B.8)
W33, = 4o3 (r,1)4C3 (r,2)4C3 (7,3) - (B.9)

In (B.6), fi(%iLeci(rayNe.ciry)) and feosir,(z) are
similarly determined as those in Step 2.

3) Step 3 (2K Terms): Following the same }rocedures as
Step 1 and 2 for the sum of A= Xop = k—1 Yk, (26) can
be obtained, where wy, » is generated from Step 1 and 2 with
respect to wy, i - as given by (28). In (26), we have expressed
ff(ch(T,:) (x) with its form in (23).

By integrating (26), the CDF of AP is derived as (27), where
Fy (:E; Le,CIS(T,l)v ne,CIS(T,l)) is given by (17).

APPENDIX C: A PROOF OF PROPOSITION 3

It has been shown that a fixed received SNR of the
eavesdropping channel does not affect the secrecy diversity
gain, while the secrecy diversity gain is determined by the
asymptotic limit on the end-to-end SNR of main channel [25].
We start the proof with the evaluation of asymptotic limits
for Pry(x), Pra(z), and Pr3(x) with respect to Fyor(z) =
Pri(z) 4+ Pra(z) 4+ Prs(z) as defined in Appendix A.

With perfect backhaul, it can be easily shown that Prq (z) =
0. The asymptotic expression for Pro(x) as Prpy, — oo with
perfect backhaul is given by

N PR i
1—e PrPfm ——
< Z t! (PRpfyn)t>

t=0

1_pm>

m=1

_ﬁ 1 ( T )Lf’"
it (L)' \ Prpfn '

As such, the asymptotic CDF of X as Pﬁhynﬂm — oo can be
evaluated as

MN L
1 h,v (@), n(e)
=11 < - ) L (C2)

=1 (Lh v(#), u(w)) Pph v(),u(sp)

(C.1)

F(x)

Moreover, with perfect backhaul, we have the asymptotic
limits

Pr (n&ax (/\C“T’") > x) =1 (C.3)
and
N . Lfn
RnD
o 00 >2) == I e ()
(C4)

Based on (C.2), (C.3), (C.4) and according to (A.7), the
asymptotic limit for Prs(z) can be expressed as

Pr3(z) = <1— ﬂ (Li ) <PRif, )Lm>

L v(o).me)
x H < - > . (C5)
- (Lw(e), u(w)) PPhu() u(e)

With the obtained Pr;(x) = 0, (C.1), and (C.5), the asymptotic
limit for Fyor(x) is given by

MN Linvie).uce)
H 1 _ x

Y b
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when Ef = Ly,

where Ly, 2 201 Ly, () u(p) and Ly 2 370 | Ly, Based
on (C.6), the secrecy diversity gain is clearly given by

MN
= min < Y Loy mie)s Z Lin )

APPENDIX D: A PROOF OF THEOREM 3

N
nl;ll Lf n)

Fyor(z) = (C.6)

(C.7)

To derive the asymptotic limit on the CDF of AP¥, we
need to evaluate the asymptotic limits on Pro(z) and Prs(z),
respectively. As Prpy,, — 0o, the asymptotic Pro(z) can be
evaluated as

N ® Lf,nfl 1 {L‘t
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t=0
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As Ppp,.n.m — 00, the asymptotic CDF of \ can be expressed
as

MN - Lh,,nmn*l 1 xs
Fy(z) = (1_6% N )
g p=1 ;) s (Pph,n,m)*
MN

1 z O\
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Similarly, as Prpy¢,, — 0o, we have the asymptotic limit

Pr (max (/\R"D) > x) — 1. (D.3)

vn



Substituting (A.12), (D.2), and (D.3) into the term Prs(z), the
asymptotic limit on Prs(z) as Pﬁ;m,m — o0 and Prp¢, —
oo is zero. Therefore, the asymptotic limit on the CDF of AP¥
as Pppn,m — 00 and Pgpy,,, — 0o is given by

Fyor(2) = Pri(x) + Pra(x) + Prs(z)
M

= H (1 _pm)-

m=1

(D.4)

As 1, — 0o, the CDF in (17) has the asymptotic limit of

()

Substituting the asymptotic limit form of (D.5) into (27) and
taking its derivative, we obtain the asymptotic limit on the
PDF fyu(z) including a asymptotic PDF limit of

F)\(:E;Lavna) = (D.5)

1 xLa—l

(Lo = 1) (na)*e

as 7, — 0o. Applying the asymptotic PDF fye(z) and (D.4)
to the derivation of the secrecy outage probability, we obtain

In(w; Layna) = (D.6)
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M
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since fye(z) decays faster than Fyor () given that p, >> p,,

pr € {ph,n,mapf,n} and vpy € {pj,k,mupg,k,n}-
Similarly, the asymptotic probability of non-zero secrecy
rate can be evaluated as

Pr**(Cs > 0) = 1—/0 Fyor (2) fae (z)dz

M

=1- ] =pm) (D.8)
m=1
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